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• ABOUT CORE CURRICULUM 
OM JranNtlNG/REDUCiNG SCHOOL 



NATIONi^.. SCHOOL tesOraCE NETOORK APPROACH ' . 

. ; ^ • , . • • = - ' ■ . . . 

Th| Natioaal School Rasourcg Natwork (NSRN) was establishad finder a grant/frQra the 
Law Enforcemant Asilstan@e Adminiitjfationi Offici of. Juvani'le' Justica and Dalin^ 
quency Praventlon, .as a .rasourca to schooll troubiad by criaaj viplence, vandalism 
and ^disruption. ^.Tha natwork providas nationwida training evants, tachnical assis- 
tanca |. and info rmatlon dissainlnation to assist schools in pravanting and raducing 
thasa problami . "Tha focus- ©£ all Natwork activitias is on tha collactions sharing, 
and disiamination^of rasourcas'-most particularly tha ideas and^ stratagias that*\ 
schools and communities ,havi triad. - = ' . 

A National Canta^/ DanagaS by tHa Center for Human Sarvices and based in/Washing^ 
ton, D,C. 5 and Regional Centers in Bos^ton, Massafhusatts ; rAtlantas Gaorgia; Chi- 
cagOj Jllinois] and San Rafaels, California will carry out the Mandates for the 
Network. Also participating in- tha tTatwork are 34 national organisations which 
form an active consortium to anhanca larvice and .delivery efforts. 



7m CORE curaicuiuM 



The Core Curricula includes seven coursas designed for delivery either in a ^cora^ 
prahensive 5^day workshop incorporating all^ the courses or in separate spacial pre- 
santations. Tha seven coUrsas ara as follows: , " ^ . ^ ^ 

Course 1: Putting It All Together and Tfkiag It Home ^ . 

This course providas an ovarview of a planning and evaluation process that partici^ 
pants , can apply in implementing ideas and strategies in their own schools and com- 
munitias. The course 'also allows participants the' opportunity to raflect oh work^ 
shop content and select from-^^png the ideas and strategies presanted those which 
best maefi their schools- w^iB\ ^' ' ' „_ 

Course 2: Disoipline , * ^ ^ , 

This course covers a range o^f issues and "practices surrounding the deve]^opmant and 
iraplementdtion of an eff active school disciplina program. . The fosus will be on 
clarifying reasons for disciplinej building conceptual f ramework^for understanding 
behavior problems, describing policy considerations rand ptoviding specific |exam- 
pies of programs and strategies, ' ^ ' 




^^rie 3: Sehool Glims ta 

purpose of the course is to introduce a conceptual overview and'^def inittoa ot , 
school climate" with the goal of effecting poiitive change.^ The focus is on «ays 
of ifliprayiag school climata without administrative or community action. The coufse 
first defines school climata and t^an diicusias ways to assass and improva .it. 
These include formal and informal assiisimentj improvament, of intarpersohal rela- 
tions , stress reduction and management^ s tiAlent ^involvement ^n change , and law^ 
related aducation as a relevant cuMieulum approach* 

Course 4: Interparsonal Relations . ^ 

The ^al of the' course is to introduce approachas and raiources to identify , man^ 
age,ireduce, resolve and prlvpnt crisis and conflict in schools. There is an 
undemying assufflptipn th#t hostile ' incidents and diaruptiva behavior are axpreS"* 
sions^of deep hurtj frustration, confusion , anger and misunderstanding. Specific 
on will be given to crisis and conflict intervention and managamant, gang 
s, problems 6f victims, and intercultural relations.. 

Course Si Security ^ i * " 

Jhis course is designedjto address a full range of preventive measuras used to 
improve the security off the school both^uring and after school hours. It will 
provide a variety of alternative approaches to school security .which will enhance 
schools' ability to improva the safaty and security of .the paople and property . 
Special attention will, be giv^n to an overview ojf security problems , use'^of non- 
security staff to prayent problems, physical plant sacurity, and design and upgrad- 
ing of sMurity programs.. - , ' 

Course 6: Environnient 

The course on anvironment provides guidance to schooL^staff on ways to change 
school environments and mai^ them safer. A full rangs of physical design strate- 
gies that can be implemented in schools is preiented* Many' of the strategies can 
be applied by school personnel and students. An assessment checklist will allow 
school personnel to identify environjnental problems, ^ 

Co^sj^ 7: The Community as a Problem Solving^ Resource ^ 

Community involvamant in the school can help the schools greatly in solving prob- 
lems of violence and »vandalism. In this coursf a ra±iQnale. far community involve^ 
ment is presented, along with specific approaches for increasing sclfbol-community 
linkage. Use of parents and volunteers j the' criminal justice community j and commu* 
nity agencieSi businesses, and organizations are^stressed. ^ Interagency cooperation 
is also discussed. ^ 



About 
the 

Course 



Cadl^^ ' 5 - security , ^ 

Background and Rationale , ; . . 

Conservative estimates of the costs injproperty damage to our nation's schools range 
f^om $300 to $600 million per yMr*;^ "People" problems, however^ may be ev€h more 
sarious* The NEA reports 11/000 teachers attacked each month. Assaults on and rob- 
beries of students are a matter of, ever-growing concern. Although there may bfe dif- 
fe;rences of opinion regarding estimated costs , there is no argume'i\t thafc school 
violence and. vandalism ekact an incredible toll, not only in property 'damage but 
also in terms- of the, inestimable psychological an4 physical damage done to the human 
membsrs of the school communi^* ^ ^ 

There are tho^e whfi feal that the school is not a proper setting for the placement, of 
burglary alarm systems, security guards, and/or police . We don**t^think anyone would 
disagree with that sentiment in principle,. Howler, if an orderly educational process 
is to be maintained, ' preventive measures must^e instituted* Some of the more success- 
ful preventive approaches often involve the -installation of sophisticated^ alarm sys^ 
terns, the deployment: of security personnel, and the utilisation of educational pgrson=- 
''nel in wa>js- not previously considered part of their role. Support .staff , community 
residents, parents ^ and students are also being enlisted" in a variety of efforts to 
assist in the reduction, of school violence and vandalism* 



Purpose' ^ ^ 

This course is designed to address the full range of preventive measures utilized to 
improve the security of the school both during and after school hours* It will provide 
participants wflth a \eariety of alternative approaches to ^thool security that will en-- 
hance their ability t^ improve the safety and security of the people and property in 
their schools and school systems* Specifically, the course will look at an overview ^-^j 
of security problems (Module 5*1), use of nonsecurity staff and coiranunity members to 
prevent problems (Module 5*2), physical plant security (Module 5.3), and design and 
upgrading of security programs (Module 5,4)* a seminar session (Module 5,5) wilr » 
look at security needs for specif ic 'audiences * 



COMtaa 5' - Security 

Modute 5.1 - .Irttroductlon 



Agenda. 



15 minutes 



Modute Suininary 



This short introdUGtory module presents .the goals and objectives of tha course and 
provides participants with an overview of the contents of each module contained in^ 
.the course. * . ^ - . \ 



1* Course CSoals and Objectives 
A. Goal 



AcHvlty/Centant Sumniary 



Security has two goala-^protection of prpperty and protection 
of people. .Through analysis of probl^f, participants* deter- 
mine their major concerns. 

B. Obj ectives 

ODurae objectives will be targe^d, based on participant 
cohcarns* 



2- Approaches to Improving School Se^rity 



10 min. 



5 min. 



How the school security program dan be an un^rella under which 
other approaches are incorporatec is discussed. 



About 
the 



COUWm^ ■ 5 - Security 



Modlite 5^1 - Introduction 



Objectives V ' 

Participants will be able to--. &^ ' ' ' 

1. Formulate two aspects of security prdblems—security of persons and security 
of property , ' 

2* Deseribe the intefdependence and complementary nature of various security 
approaches used to address the problem of school violence and vandalism. 



x3- 



Desdription of Materials ^ 

Transparencies ' • . . * 

5.1.1 - 5.1.2 Transparencies illustrate the, interdependence and complementarity 
of approaches to improving school security. 



/ 
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' ■ ■ . , ■ .Course 

-ModUte - Pr^ventiva Approaches. - Human Solutions ||y |y|O|Ju|0 

A variety of examples are p^eaentid which show how administrators, teachars, students, 
support sta-ff, parents, and ooinln#lty residents can function to enhance the gacurity of 
the school envlronmanti , . 

' , - \ ■ - 



1 Introduction 



EKLC 



The modula is designed to exmmine the roles of nonsecurity staff and 
the conmunity i^n school security. ^ EKamples showing how various 
groups have been used in school security will be presented, followed 
by a discussion to .generate additional strategies for involving 
the groups* 

Role of A^nlnistrators ^ . . 

A* Importance of thy Principal in School security Programs 

^ The principal's' responsibility in^school safety and security 
is presented* 



C* 



"10 Questions for Principals" . 
Examples of Prin ci pal's Responsibility 

The "Guidelines ' School Safety Plans" used by principals in 
New Yor3^ity''pui.aic Schools is reviewed. 



Bole of Teachers 



Pi. 



Consideration in Using Teachers in School Security Programs 

The role teachers oa^ pl^y in improving school security is 
presented, ' ' ^ 



Approaches to teacher involvetnent include crisis intervention, 
teacher patrols, and buddy systems, ^ . 



Its 



7^ 



3 min. 



10 min. 



10 min. 



Role of Support S 
A. 




AeHv|ty/Cont9ht Summary 



Tlm« 



4. 



Need for Staff f Survaillance^ 'Monitoring ^ and Advice in School 
Security Pr^rams ^ , - 

The need to ^volve all support staff in building security is dis»' 
cussed/ role of custodial staff is emphasized. * 



B, . Exampleg 



Examples of programs involving pustodians include Eyes On the 
Schooi and Live=In Custodians. 



5, Bole of Students 



' Considerations in Using Students in Schobl Security Programs 

i The advantiages and limitations of using students in school security 
are stressed. 



10 mln. 



20 min. 



Examples 

Five different programs involving students in school security are 
presented* ^ 

i ^ - ^ ^ 

6. - Role of Parents and Comiunity Residents ■ ^ 

• A, Considerations" in Using Parents and Community Volunteers in School 
Security Programs I 

Advantages and problems of using volunteers are highlighted. 

B* Examples / 

ft; SevaraX examples of 'coimnunity resident partiaipation in school 

ssoarityv are presented* including vandalism hotlines^ school watch 
programs^ trailer watch programs^ and "Helping Hand" type programs. 

7. Discussion 

Participants generate additional ideas for involving one of the five 
groups discussed. 



8. 
4 



Concl udin g Rema rks ^ 
— ^ 

Trainer will remind participants of resource materials available at 
NSRN* / ^ ' 



15 min. 



25 min. 



5 min. 
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* Ceursft 5 - sacuritv . \ . Modlll# 

ModUla _ 5^2 "-^PreVanfcive Approaches ^ Hiiman S olutions ^' J ? 

-a .- = ' . . - ^= ' ' ! ' ^-f ■ ^ .i. " 

^ * ' \ - . t ■ ' "i . 

Objectives : , . 

• Partipipants will be able tQ-^^ ^ . . . i ' ' 

^'1.^ *List several ways of inTO^ving students ^ parents, teaf hersr nonteaching staff, * 
% 'and community residents in sctool security . ^ " 

2, Describe advantages and disadvantages of involving each group in school 
security \ ' * , ^ . v * " 



. V 3. 



Explain ways' that principals and building administrative staff carry the 
responsibility of leadership in fthe area of school security. 



Detcription of Materials 



Transparencies 

5,2,1- 5.2.7' Transparencies provide examples of programs involving teachers, 
students, support staff, and parent/community residents. 

Participajit Worksheet ^ 

5.2.1 . *'10 Questions for Principals" 

Background Materials ^ 



R.5,2.1 
R.5,2.2 



New York City ^s ^Guidelines School Safety Plans. NSRN Technical 

Assistance Bulletin, 

Pittsburgh Student Security Aide Program. NSRN Technical Assistance 
Bulletin, . 



Resources 

. R. 5.2.1 
, R,5-,2..2 



Bib'l logra^hy • 

Preventive Approkches 



New York City's Guidelines for School Safety Plans, NSRN Technical 
Assistance/iBulletin, 

Pittsburgh Student Security Aide Program. NSRN Technical ^Assistance 
iulletin. 
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Course . ; .5 security ' - y Partioipaiit 

Module ^' S.2 Preventive, ApproachBB - Hurnan, Solutions VfOlrlCSh@0t 

Warksheet l-D ^ 5.2.1 . ' 



0 (Pi 



10 QUESTIONS FOR PRINCIPALS ' ^ -t,^, . : 

Bellevue^ Washington - 



In addition to their leadershi|3 role in the education of students^ principals also carry 
■the burden of leadership in the area of school seGurity. Responsibility for th^ davelop- ' 
ment/ implementation^ and adherenGe to policies and procedures in school s^uri-ty^ at the 
local school levels clearly rests with the chief building administrator the principal. 

In Bellevue ^ Washington^ principals are given the following list of 10 questions to 
assist them in making provision for necessary safety and security measures* ' 
' • — ' ^ \ 

AS EACH OF THE FOLLOWING QUESTIONS IS DISCUSSED, PLACE A CHECK AFTER THOSE THAT ^ A RE 
INCLUDED IN YOUR SCHOC ECURITY PROGRAM, , " ^ 

1, Are teachers and other key personnel aware of procedures and responsibilities for 
dealing with a seriously ill or. Injured cliild? ' 

V. r 

2, Are pupils, teachers and s.taff i .re of necessary procedures and their responsibilities 
in case of an earthquake> fire or flood? ' , 

3, Are principals, delegates -and key staff members aware of necessary procedures and 

their responsibjjri ties in' case of bomb threats? 

-=^" ■ ' i ^ ' , ■ -■ 

4* Has an organization been established in the ^ building^to provide for routine 
supervision of halls, layoratories and grounds? f 



Have procedures been deveioped to handle unauthoriz^c 



5* Have procedures been developed to handle unauthorized visitors?- 
6* Have emergency procedures been developed for major incidents or disorders? 
7* - Is the chain of command clearly defined and understood by teachers and staff? * 



8. Have appropri^e^ provisions .for supervision and security'been planned for each 
after-hours amivity? . 

9. Do administrators and teachers understand procedures for hai^gling problem students 

'"^ ■^^ ■ - 

lO,- Are counselors' and other key personnel familiar with the district's emergency ® 
guidelines? 



^ . ' ■ J 

R#printei from a publication of the Mationuii School Public Relations Association, 

"Viol nee and Vandalism! Current Trends in School Pblicies and Programs,,.'* 1975 



■0 ^ [ 
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Madule 5.2 preventiv e Approaches - Human Solutions WOrksheet 



10 QUESTIONS FOR PRINCIPALS , 
Ballevua , Washington 



In addition to their leadership role in the education of students^ principals also carry 
the burden of ^ leadership in the area of school security. Responsibility for the develop^ 
mant^ implementation^ and adherence to policias and procedures in school security^ at the 
local school; levels claarly rests with the chief building administrator^ the principal* 



In Ballevue/ Washington^ principals are^ven the following list of 10 questions' to 
, assist them' in making provision for necessary safety and security measures* 

^ ■ ■ ■ " • • 

AS EACH OF THE'' FOLLOWING QUESTIONS IS DISCUSSJp, PLACE A CHEtK AFTER THOSE THAT ARE 
INCLUDED IN YOUR SCHOOL SECURITY PROGRAM. - ^ . ' 

, ... 

1. Are teachers and other key persdnhel aware, of procedures and responsibilitias for 
dealing with a sariously ill or injured child? 

2. Are pupils, teachers and staff aware of necessary procedures and their responsibilities 
in case of an earthquake, fire or flood? 

3. Are principals, delegates and key staff members aware of necessary procedures and 
their responsibilitias in case of bomb threats? 

4. Has an organiEation bean established in the building to provide for routine 
supervision of halls, lavoratories and grounds? 

. 5, Have procedures been developed to handle unauthorized visitors? ^ 

6. Have emergency procedures been developed for major incidents or disorders? 

7, Is the chain of coiranand claarly defined and understood by teachers and staff? 

Have appropriate provisions for supervision and sacurity been planned for each 
^ after-hours activity? , . = = 

9, Do adininistrators and taachers understand procaduras for handling problem students? 



.10, Are counselors and other key personnel familiar with the district's emergency 
guidelines? ' . 



Reprintf ' from a publication of the Natioriai School Public Relations Association, 
"Viol'erice arid Vandalism ^ Current Trends in School Policies and Programs," 1975 
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irk City Guidelines 





Surfimar>' . ■ ; " ' • 

^^|s bullitin provides an example of " gijidelin'es which all principals tn tha 
New York City schOQis follow \n:^ developing building-level security programs. These, 
guidelines standardize the approach to safety planning and cover everything . from just' 
what jtems are to be on^ the cover page to where each school's floor plans are located. 
The format is detaijed enough to be comprehensive, yet flexible , enough to accommodate 
the different needs of elementary and ' secondary schools . These guidelines constitute a 
usefyj model for building-level security planning.^ ^ 



The Problem 



Uteratyre on schoof security consistently 
points out that principals and their adminis- 
trative staffs must assume the major 
responsibility for building security at the^ 
local school levet and that principals must 
ensure that -all segments of the school are 
secure on an every day basis as well as in 
crisis situations. However, in many school 
systems sehool administrators who . are not 
part of the security department or division 
are often unclear about their roles in 
school safety and security. 



The Solution 

Recognizing the pivotal role principals play 
in maintaining a safe environment, in their 
individual school buildings, the New York 
City public schools developed a set of 
guidelines to be used by all principals in 
the development of school safety' plans. 
Although results of the implementation of 
this type of standardized planning are not 
readily estimated. New York City has a 
lower incidence, per capita, of school vio- 
lence and vandalism than many large urban 
school systems/ This may be attributable, 
in part, to the fact that the structure of 
thei> safety plan Is so comprehensive. The 
guidelines are reprinted below: 



Guidelines for School safety Plan (New York City Schools) 

In preparing your plan, it. is important to remember that total security, although uni- 
versally sought, is elusive and almost impossible to achieve even with the rullest 
resources. Since under present circumstances our security means are minimal at best, 
a comprehensive plan must combine dextrous management, tmaginative improvisation, 
constant- supervision, and the full use of all resources ' within the school community . 
For example, even though it Is , not possible ^to cover every security risk area with 
security personnel, priorities can be istabljshed and consideration given to the assign- 
menc of some tasks to other school employees, parent volunteers, or student monitors. 



,jarid u/^d«f GfQfif *7^j$.AX.Qm ffom fh# Off let Qt Jyv»nti© jyifie» and diiifiGy«ney P^®v«nfiea ^3w infsrcsfPitnf .^^snee A^mmmQmn. u S OsBaVfminfsf jusfiee. 
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^ ... 



The foilowing format, whic^h has been done in bAy:tfine formv suggescs most of the basic 
ingredients th^t should be considered in thf d|vi'!opment of a pragmatic plan for the 
safety of' your school , These guidelinis foCuS oh principles' and denominacors generality 
common to a school complex rather Chan on specific safety probltms facing any indi- 
vidual schodh Therefore, Mn many instances principals will find that these guidelines 
are more . Tar-rtaching than ^ their needs riquire. • yQU.^vill also find that if ■these guide- 
lines are 'followed,, your plan will be so "^Qomftrehen'siy^e that there will be little, if any,,^ 
need to make substantive changes for tft.r/fequi red -^yiar I y updacing of safety plans, in 
, . any event, it is hoped that all ^incipy s.- will u^.i'tftis outline so that there' will be a 
board-wide standardiEtd approach ^for- safety- pTaan 

L Introduction ^^--^ ^ - ■ ' 'i-^.- 

A, Cover Page '^}r: ' : '''''.^ * ; ^ ' ' " 

1/ Subject title ''SiTety'i^rah^V/aflid^ 

2. Name or number of school, ^addrtSS (including borough and zip code), 
telephone nu ■ )e)? ^ -u^"" ^ " 

3. Number of studen^s-a4=w^ led , gY&^e' f$vel (K-S, 9-12, etc) 
'4. Name, home'addre and celepKQ^he, number of^ principal 
'3. Name,, home address, and calephione number of custodian ind his/her 

. . neares>^o-school assistant. -V^ 

'^^■^ , f\ -B. First Page ' ^v:^ v"\-^ 

. . 1. A fairly detailed "Jable or.^CDntentsi' . 

2. For easy reference and Umformity , the subject matter should follaw so/ne 
.standard system of ' organi^^tiof^^ . i. . e , , a!pha/-numeric, Dew#y ^ etc,, and, 
^ wherf •desirable, rfe suppwtid -^/^append^^^ 

C. Second >a;ge ■ i^" / ' ' 

1. Stacament of the objectfyes of the. principal and^'the plan ^ ^ 
2v Tha;rationale,^ authonty, and rei'ponsibility 

J - 3. %'l<Ttowledgements' for those helping In the " deveropment and implementa- 
.. , = <^ tion'of the. plan, * ' , . * 

V ' .V.-. ^ . ■ ■ ' 

.1 !'^, OutUna'^oN Qrgarii2ational;:Structure and Duties 
AT " ^angSrVjs'atlon Structure 7 ; ' 
' K ^ 1^. f V '©'"gshization -Chart ' 

;/|, ^ ;butline of chain of command and authority ^ ' . ' 

^ ' . -^^X- "''Outline of. order of successiqh. ^ 

■ ^' 8. Osft^^fah Duti'is and Responsibilities 
' ^ . 1 / Principal 

'Z. Assistant principals ; . . ' 

^i. ' Beans \ v ' " - 

■4. Department .heads 

5. Teachers and paraprDfessionals d = 

u 6, Administrative and^secretarial staff 
' 7. . Security staff ' > 

^ ^8. ^^dustoaial staff J 
/ ^9. Barents, volunteers, student monitors. 

NOtJ ;' /tn. bM cases' dutie^. ^should be assigned by%itle rather than by named 
. individuals, This^ will preclude confusion, or dating of the plan, occa- 

'•V sioned by parsondel shifts , transfers absences , etc. In addition., note 
= ' should be made ofo Who should assume responsibility m the eveat that tne 
' ' ^ designated persdn 1^ not available. 
IN., Regular Security- Procedures ^ . - 

aV . Vi:sitors ■ ' . ^\ ' . , . _ ^ 

■ . r. .Official sign^inyslgn-out book j ^ 

2. Escort vJsitSrs,. or call ahead to notify appropriate party = ^ ■ 
3!' '^(silof 'passes' (color coded to indicate floor) ^ . = 
4! Ind-of-aisit notification to front desk 

kj 5. Sigh-out verification, ^ 

ERJC . '■ , 



7i: 



Siudents , , ' - 

1. ID cai^ds ^(photo preferable), distributian , serial numbers; repossession, 
riplacamants < . = . 

2. ' program cards ' ^ ' ^ 
3.. Hail passes . ' * = % 7 

4, Late arrivals 

5. Cutters • ' . " ' ' s 
/Policy for carrying or* wearing outer clothing , in school . 

Staff ' , , 

1. 'id cards (photo preferable), distribution, serial numberi, repossession, 

replacements 

2, Policy for carrying or wearing outer clothing in school. 
Signal System . .." . 

1. Code slgrial system to be used^ for transmitting informacior> to staff mem- 
bers without alerting students, intruders, etc, ' ^ _ 

2, Prociduris for regular announcements for students, and staff . 



lnt"T*u2ter Alert 



A 



1 / NJbtlfication tON^incipal or office 

2. l^otification to stTff by signal systeGn . 

3. Assignment of specific staff members to search specific areas 

4. /Report-back and end-alert procedures , ■ = 



iytablishment of Security Posts " ^ . 

Fixed posts ^ . ■ ^ 

a: Location, vuiherability, 'relative nte^d, '-effectiveness ' \ = . , 

b. ^ Times covered, current needs, past experience^ anticipated prob- 
lepis' — : ■ ^ , ^ ; : , 

c. Personnel coverage, special qualifications/ number required 

d. ^ Communication capability: radios, intercoms, phones 

e. Writteh instructions, duties. 

Patrol posts (^n' a.ddition .^o jbove) . , 

a, , Area defined " ^ ^ * . 

b. Irregular route patterns 
Special hall sweeps 

a. When conducted ' ' 

b . Staff persons participating - 

c. Starting point (top floor and sweep down) 

d. Stairwell controls 

e. Holding freas 

f. PrQcedures for handling persons picked up. 



Staff considerations 

a. I ndoctrinf tion 

b. On-the-job training 

c. Rotatjoh of assignments 

d. Supervision* 



Key Control ■ 
1, Designation of secure key storage area 

2* Accountability for keys ^ - 

3. Master keys strongly contralled (limited distribution) 

4. Reporting procedures for lost or stolen keys 

5. Procedures for changing cylinders to vital areas when necessary 



Emergency Procedures \ 
A 7 ~~F\rQ ~ , = 

1 , Internal provisions for reporting fire, notify principal , key ^ers^nel , 

2. Alarm transmittal to fire department and police departments 



3= SCand^ard tvicuatiQn proeedyras » , » ^ , 

a. Designation of specifie ^rtspon^iblities.. ; (teachirs, custodiSns, pther 
staff Kstudehts) 

b, Codti signal transmitted, 
Priparation to Itave (wraps, no wraps) 

d. Group egriss config urition (dssignated leaders) 
i. Door and window 'Qontfrol f 
^f. Hall and itairway routes (primary., secondary) 
„g'. ' E>|it doors. (primary, sicondary) 
h. - RLjIes of conduct . , , - . 



I. ^d for harfdicappad or injured 
Tnt 



j. * Tnternal and exterhal formation areas ' ^ ^ 

Cbeok for miiiing / , 

I, Special search teams ' ' ' ' 

4. " Safeguarding of records and easily portable valuables 

5. ' Review and critique . . 

6. '\ Reports and notifications . ^ 

7. Fire drills ' ^' , ^ s 

» • ' ■ * 

Bomb" Scare " . . 

1; Prior instruction^ for those likely to receive such calls as to time 
received, exact words used, distinctive or identifiable characteriscics of 
caller, attempt to d'etermihe exact location, attempt to delay caller for 
'trace/ etc, . , ' . . ^ 

2. fmmediate notification toi principal and/or key administrative personnel 
who-- V 

^ a= Notifies police department and office of school safety , ) 

b, iv^luates, considers possibility of bgrnb being present 

c, Decides on evacuation ^ ^ . ' , 

d, Transmits coded signal to designated personnel 

' e, .Causes discreet search for suspicious package, box, etc. 

NOTtf All persons- designated td search , will be instructed that they 
should never touch any Item ^v^f^ch 'appearr suspfcioiijs. They are 
merely to note its location and report so ' that ^ priniipal or designee 
mav^make a decision on ivacuatipn. * 

3. Guide at'antrances for responding police ' 

4. Principal confers with police ' • ■ " 

a. . Evacuation .decision ^ 

b. Indepth search . \ 

c. Need far bomb dogs or specialized bomb units 

d. Make availabia floor plans^and ^safety plans.. 

5. if, decision to evacuate, follow standard evacuation procedures listed in 
paragraph IV. A. 3/. 

6. Review and critidue ' - ' 

7. . Reports and notifications ' . - . - ^ 

DemonscratlonS'-Sit" I ns . 

1. Staff assignmeqjs specified v . ' ' 

2. Coded signal to alert staff ' ^ " 

3. Publ ic , announcement to students and. staff 

4. Notifications to police department, "office of school safety, other appro- - 
priate units in board ' ' , # 

5. Door and stairwell controls ' , ' ' 
S. Negotiation team 

7. Decision to dismiss . ' . , , ■ > . 

8. Review and crftlque 

9. Reports and notification • ' , ' 

National Defense Alert or Civil DisturbaAce ; 

1, Staff assignments specified . ' . ' 

2\ Coded signal to^ alert staff - ' ^ 

3. Public announcement ti students' and staff | ^ ' " 
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flashlights ^ • first aid, etc. 



4, = Sht!ttr areas deflntd ' 

5, Movement of students to shtlter areas 
.6. Doo'r and window conjj*ol . 

7. Notifications to polics dipartment, office'of school safety, other apprO''. 

priati units in. board . . '^^ 

'|. Need to keep phone lines open 5 ^ ^ 

^, Prtprinted ins^tructions for students' and staff 

10. Plans i^r defense of building . ' 

11. Equipment needed:' batt^j^y operated radic 
/12. Location of emergency food and water suppli 

.) ' ^ . ^ . ^ 

Special Considerations Involving Emergencies 

. 1. Staff instructions a^ to locations and use of fire extinguishers, fire 

Kosas, and standpipe system connections 
2. 'Staff instructions as to recognition^ chemical capabiyty, artd effective* 

ness of = various types of extlngui^ihers-Tespicially in electridal ap^bora-= 

tory fires - . ^ ' , 

'3. Guidelines for detouring^f rom fire locations and tips on ho^ to protect 

selves and students during actual fire or disaster ^ . 

a. Complete knowledge by Staff of all sta.irwell, fire door, and exit 
door locations^ " ' • ■ ^ 

b, Fgel closed doors before opening to determine heat build up 

^c. ' Coats, dresSiS, or any material ^over head and fac'e to protect 

against^ flames and smoke ^ 
d. Wet^down ^clothes , if possible, to protect against flames 
'e. Rolf on floor to dous^ flames or smother with coatr-^'-^Q^ clothing, 

etc,^ ' : ^ 

f. Crawl on floors^^^o esca'pe dense smoke 

g. ' Chain escape--one behind the^ other holding on to belts, trousers, 

dress,' etc ,^ 

'h , ^ Buddy, system^^so .someone is always responsible for someone else 
and no goe gets left behind ' ■ . 

, When visibility is impaired, crawl, on floor and feel ahead wl^th 

hands to prevent falls ^ ' 
j. Psycholdgica^ chain effect of hysteria or panii and how to deal with 

either \.. 
k. Need for Irfader exhibit caimness and confident manner* 



Other Emergency Considerations $ 

1. Health and first aid 

2. Drug and alcohol abuse 

3. Individual cr fmes 

4. Peaceful student, parent, or community protests 

5. . Lock-out, lock-^in 
C . Utility failure 



f 



EKLC 



Physical Plant ' ' • " , ' , ■ 

A. Structure: brief description, of building complex and its facilities, include 

notation on where floor plans are located 
3/ Heating plant: type, location, vufnerability , fuel shutoff Jocation 
C. ^ire alarm system: internal, external, delayed action, location of alarm boxes 
D= intrusibn alarm system:,, ultrasonic, infrared; n^icrowave, Camera surveillance, 

central station 911 dialer, door contacts, sensors, location of panic button,- 

stc . ^ ^ 

E. Personal aljrm system: type, number, receptors, transmitters, console loca* 
tion • ■ • . 

SntrancQs and exits; location, locking devices, special precautions (bars, 
outsid^ handles removed , etc , ) 

Utility 'systems: water, gas, electric, shutoffs, panels, switches, terminals, 
pipe syjtim, and controls " ^ 

Telephone'' system: outside lines , intercom, terminals, public phones, loca- 
tions . . 

Ij 



G. 
H . 



IK 


m 


18 




J 



■ # ■ 

■ h Vauft and key roQm(s): location, access controj^ 

4l . Stalrvvtll plan: oni^way^ "two-way, special usage\ directional signs,, relation^ 

ship wich entrancti or ixits ' ^ 

K, Vulnarable anas: ^^paint: and flammabla substances storage roomS; axpaiisive 
equipment storage^*, -com'puter rooms, rindezvous locations, places . conducivi to 
*' hiding or danger, | etc. ^ . 

L. Emtrgency shelisr areas: loeatlon, provisions, capability, tools, etCL 
; Health and first aid facilities: location, rtsources availabie ^ 

VI. R epai r Reporti ng _S_y stem . ^ 

A. Procedurei to ensure rigular ins^section and/or testing of^^ ^ / 

1. ./Pire alarm system 

2, Intrusion alarm system - . ' ^ 
3,, Personal aiQrm system 

4, Telephone ■ syitam 

5, ' LockS/ panic bars, and rtturn springs on outside doors - 
S. Locks on ali doors to vulhtrable areas 

7. OCitside doorS/ windows, window screens, etc = 

8, Fire *hoses, standprpe system, etc. 

B. Procidures for the report of defects on above 

. Procedures for repair of defective or inoperable items and followup process 
Vlh Liai son ^aeds 

A. Police department , * ■ 

S, Fire department 

C. Mayor's .tducation task force ' . 
0. Local community planning board ■ ^ 

E. Triffic department 

Transit police= * ■ ... 

^ . G. PTA _ s . . ^ 

H . Unions ^ . 
I . Student groups " . ■ j ' 

iSourca: Naw-= York Ci ty' School s , Guidefines for School Safety Plan , distributed to all 
Ness York City principals.,) 



, References^ 

% . - 

Pupil Transportation Safely , Highway -Safety No, 17, Program Manual, U.S, Department 
of Transportacton . National Highway Traffic Safety Administration, U,S. Qovern-^^ 
mmnt Pr!n cing-^ Of fjce , Washington, D,C, 

rThiS document is also available in the NSRN Gompendtum.) 

AtTachment = 

~A^:acnnnen: a - _ Rufes Governing Pupiis Riaing Schoo^BUsas, Salem, Origon 

Pusiic ScnoOiS. 
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' 9mM^ oav^tHd FWCJ ,Ri2i:ia schcql iu^eis' 



2. 
3,. 

5^ 



7. 

a. 

LA* 



Fupi^ ih&Ll uj# aiSMfcAgy ddor c«^s Q4aa ^marfansy. 

?'^i^3 snaii ^Lsm im^ sub '^^.mmi^^ m4. avaninf, 

^4piiJ no^ Wi3.f ani^i J / fi^ea^i, weapons, off ather jaeiniiJiiy 

Hi^jxisuj ^laj'iiL Qn suJ« ' • ' 

PupilJ i^^l raaaifl i«4tad wnij^a huj is in m^Lon^ 

Pupilj sa/ Z:^ assi^ad faaci ^Ha^^uj ^i'/sr. ; ' , 

^,Whan aa€a3saJY ^ ^^iv i^a rs^d, pupLLs ih^i ^i^^is Li fran^ ^a ^ua or as' 
mstrug^ad by ^# bus d^ivtr . . ^ 

Pupilj ihjll asm axttnd ^a4r liaiidif umSf ^aads ^^suf^ windows, 
Fupila ihail hivTi Wiiman pa^iiSisn Laava tha bus a^^.eff liian 4£ h©me 3f j^hool. 
?upiJ»3 i^^I ^nvAffsa U% nimAl ^^naii L^ud 'mAqar L^ntuafi i.J '^73hi^4iad, 
Pupili ibj^ ^i^m 3p«n mi qIqm% vindswa wl^noui pacmiJS^sn driyar,, 
f^ilj 1^411 JiM^^&ha boi ^Itftn ind ffa£rs4«n fr^a d^saqljig Li.' 

fupili ■^■t 11 b4 ^sunaaua ^a^ dxivtff^ fail^itf i^udanmsp wd p^jsafi^y, 
Pupili whjQ raiu5« S3 g^y pra^t^y i^Ha i^a^-s^gna ^ t.na iri'/er rsif'^ia □bav 
ragt^miens 35ay^ fajrlais peiviiafa Ifl ftda an ^la buias, " 



S4l ^[n_3gh^L_5_i3E^igt fellas gag J^AJ-L. J^^'^l 

CI) Lii^ga isasm wti^gh ^annsc ba laJaiy -^jLiiapar^ad whiii haid a pufki'i Lip 6r 

itov^.'ia an aspiy laat dl^ae^ly i^nda^ i saat pfoH^^^id.. 
ftt" ?upi45 ibAil nei Laia^fa^a ^^ith of %hn laheQi baa §pagat4Af ssn^ois axgap^ 

Ln ^ aasjrqa^^ 4S uiawi^sd by i^ivaff. \ 
C3} P^ilJ slyuul noz Iswaff buj wiAdawa aalsw iha sldeit ij^na ax^ipm <n 'fi smarfaA€V 

or as ins'^rus^d by tha d^ivar, 
(4) ' P^ilJ ihaAi ba 4^ ^ai^ ra?ml4r 'isus i^op 11 laasm i.Hraa iimu^a|^risr %q %hm 

p\^AiJbad S€.na4i4la. 
CI) . ?upilJ ihMll :m% ia^^t or 4€^aDp^ das&fa f^Iio or orLvaii pr^par^'A a^ 

any ^^a- ^ ' 

(5>- ?upilJ shall a^sap^ ridajr rifijmratisn ^ardi* Notieaa si .i^Jbainav'iQr* ott,nir 

forss ^Ji^ad by Sls^ig', and ^asa mis^ b« oompiaiad and faeuimad as 

j^icimad sn iha lo^^ 

Qua so sha pasai^illsy of school ous^maQhanisal f^lura or ^c^i^dans iur^Ag 
ineiafflant vaathar osndi^isn^ pupilj ihail va^ siocniHf Uiae Lj 3ornpa£ijj.a wi^- 
^naVurranm laasQn.of she '/aaj* Farisdically^ supLlj \Jna|.l ia^Lsipaea jchooi 
bus #^^Guai4^n irilli* iftd pupils '^%IL ^ Lns^irus^ad as zs %r.w %^fS& 3f ^iemhing 
siuLc shoty^d bi worn ^Ha day of M drill, J 
Ci) PupilJ W44S4ilf 43 a bos itof 4ria jltb ^indar Sha iuriJdiiS'i^/af IfihceL Dlj^j'lw* ; 
siiarefore.^ ail zhm oraeeding R^as ^varn^nf jupLls .^d^nf S&.^aL Suiei tpcly *^ 
~ha bus itsp as wall as an ^ba bus, < : 

G«neially, srwrte >Uscondu^ Homioas wishln 24 aan^s wiil Liad-^o a sussensiofi sf 
s^^spqjT^^oa privtlagas* ' * 

Tn^±4^^3 of physio^ lasaulg* varbal abusa^ lAsaf ^iffifioa wL^K/bui opsra^i»'',f ^or^trglj^ 

/mnd^4^ ^y fatuli ^ Inadiaga tuspaniion of sruspDr^aE^on pkivilaga ragardltia 
o£ ptiow ra€ord q£ m.Msm^\^%* \ 



WR AOOITIONAL INFORIVU^TICN 
RiaAROIN$. YOUR CHILO*S 
raANSFOftTATIQN 
COflTAC^ 
Mm ^iiii ScMU 

ffi tUvt^m* AtfCfM*. H.l^ 



Source-. Salsm Public Schocls Transportation DepartTnent 




National School Resource Network 

Mte/tf^srsfp .'^tg^feJ Cmw ' 6 i^rm Micrfg^ Avtftu©. IwiJf 1706. CJ^icsge. P^Q2 * (JI21 7g2-5787 
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Technical Asisistance Bulletin 

The Rttsburgh Student Security Aide R^ogram 



Summary 



In thi% program, students whs are disruptive as well as other, more well- 
bthaved students are enlisted as security aides and work under staff security officers. 
Student seGurity positions are awarded to student ieaders-'thosa off icially^.TecQgnized by 
the schooj community and other unofficial leaders of school groups. , PittsbLfrgh's .prO' 
gram has applicability to any^'junior or senior high school wishing to increisa security 
and at the s^me time promote active student eooperation in security measures. 



i 



The Problem 

Maintaining a safe anvironment--Qne that is 
conducWe to learning^^is a probLem for 
many schools across the country, iri^ 
schools Where the : administration faculty, 
and securicy parsonnel. are the maintainers 
discipline and instigators of punishment, 
the schgcl anvirgnment is tense, and disci" 
Qline |is a constant problem: the envif 
ment is a battle zone. If students are nof" 
part of the team that maintains discipline, 
astablianes rules, and works to create^ an 
environmanC that is safe and comfortable, ^ 
there is .aKvays w split--a "we-them*' 
feiling-*a student-adult fight for power. 
Maintaining discipline becomti an enormous 
problem. 

Th&Solurion - ^ 

i 

Schools usually have a cort of natural stu-^ 
dent leaders^-those recogntiad offfcially in 
the school such as student council mifribirs^ 
and "unofficial** ieadars, often disruptivt 
yguEh who are recognized and fsspected by 
their peers. If these '^natural leaders-* can 
be made a part of the sacurity team which 
works to prevent disruption and maintiln a 
safe and orderly gnvironmtnt tn the school, 
the stcurity progpim can be streng thtnad- 
ff students feel they have a poiitive role to 



play in their school as responsible citizens 
and are In tt)e position to encaOrage Ojher 
students ^ to view the school /similarly^^ 'a 
safer environmentscan be ^establ/ished . 

The Pittsburgh sjard o/ iiucation : has 
instituted a Student Security Aide program^ 
to actively involve students in the security' 
program. Influential students^ are engaged 
as .aid^es. to work > with security personnei 
and act as monitors of potentially trouble- 
ie areas and ^ situations outside class- 
rooms. As they work together on' the prob- 
lem of school security, the students and the 
security ^ officers gain mutual insights and 
undirstanding . 



Who Is Responsible For the Program ? 

Overall coordination of the student security 
aide program is the responsibility of the 
Chief of Security in the Pittsburgh public 
school system. The ' principals of iaeh 
school in the program are responsible for 
the student afdes, teacher advisors, and 
staff security officers In their own schools. 
The Chief of Security reports to Ehe Deputy 
Superintendent of the Pittsburgh schools, 
Alf principals are kept continually informed 
of the program's overall prof^ess and 
actively participati in the training lessions 
thi^.-take piacf in tach school. 
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Partnts are also ifjvolvsd becausa communicv 
oucreacn is an important part of the student 
sacurity aide prggram. Parent representa- 
tivis are invited to werk vvith che school 
ad.mini Swracion , ieacnars, and students cur- 
ing workshops and training sassions ana 
through d^aiiy contacts. 



Star:ati ^ 
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d^ ^HL- Security Aige Prggram 

/ 

A student sacuntv aide program is initiated 
bv the school pnncipaL His or her first 
step, is to secure acciDtance of the idea 
tnat securitv aides can be recruited from 
the- D.ODulation of students and that stu- 
aents can olay an active and effective role 
in maintaining a secure environment. The 
princioal's second step is ^o select a staff 
security officer to be stationed at the 
school and a teacher to act as an advisor to 
the student aides. The staff security dffl- 
' car Will be knowledgeable about sacurifV 
measures and programs for schools, The 
teacher advisor will be responsibl.e not only ' 
TQr keeprng careful, records on t^e grades 
student security aides maintain, their class- 
room attendance, and the honors or out- 
standing performances they ^ achieve in 
extracurricular activities, byt also for aval- 
uatfng the records, monitoring student 
sacurity aide activities, and coordinating 
straining sesiions. The third step is to 
select the aides them^selves. 

riow Are- the Aides Chosen ^ 

Student aides are selecced from candidatps 
suggested by teachers, student ^ volunteers , 
and the principaL Natural student leaders ' 
are nominated'-thpse "officially" titled such 
as the, captaj^n of the football team or the 
student bpdy president, and also "unoffi- 
ciaM' leiders who are respected by their" 
peers. ■Students with a negative, but pow- 
erful influence on ^ the school are primary 
targets, but well = behaved role models are 
also chosen. The initially selected aides 
suggest -other influential classmates as fur- 
ther candidates, v^^. 



understood Chat the 
duties it times wnen 
in session . 



a_ides perform thjir 
their classes artCn^ 



uH addition, to :neir assigned duties, stu- 
dent security aides are ^xoectec to provide 
positive role moaejs for classmates. They 
are charged Co-- 

e Obey the rules and the regufa- 
tions of Che school to the best of 
their ability 

i Wear them special security aide 
shirts .or jackets when on duty 

© ^ Work to prevent trouble 

# Refrain from soraading rumors. 

Specific instructions are givers to student 
security a/des when attamotmg ' to mediate 
or "ha^le" a disruptive occurrehce. 
Directives in the "Student Security Aide 
Manual'' "include'- 

0 A key to the successful resolving 
of this type of situacion is to 
know your limitations 

• « ivoid "pushing, a student into a 
corner" 

- 

d The Studenl^t Security Aide must 
realise - that he / or she is not 
responsible for /schdbi discipline 

0 A Student Security Aide has to 
decide what course he or she 
^ should take ' 

Q If the aibe knows the offending 
student, perhaps a friendly word 
of caution might do 

9 If the situation is clearly beyond 
the power of the Student Security 
Aide to deal with, the best thing 
to do is nathing^ except reporting 
the' incident to School Security 
' Authorities.. 



What Do the Student Aides Do ^ 

Although th^ activities of ' student aides 
vary from school to school, their general 
assignments include monitoring halls, lava* 
tanss. and special events such as ball 
games and ixtracurricuiar activities. The 
assignments are. seen as supplemental to, 
not as i subscltuti for, those of the adult 
Q security .personnel in the school. It is 
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Clear grounds for dismissal from the force 
are ci ted in the - manual. They include-- 

© Being caught under the .inflLience 
of whiskey or drugs 

s Failing to "come over" as being 
fair in talking 'to or "dealing'- 
With other students, regardless of 
O . race, sex, or personal differences 
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• * 'AcctpCing securicy assignf^ents in 
ah attempt to miss class. 

Hqw Are SCudant Security ^ Aides Trained ? 

Three kinds of ongoing Craining are 
offared. The first kind takes piacs in the 
individual schosls. The teacher/advisor , to 
Che securiCy aides, together with the prin- 
cipaU staff security officer, and others, 
conduct monthly training sessions. 

Ouring these sessions, students - discuss = - 



Existing 



school 



problems 



Alternatives for b^ivior modifica- 
tion . 



« Successful handling of problems 
particular t(% their schooL 

The sacond form of training takes place at 
monthly Saturday workshops held in the 
^ity of Pittsdurgh's school administration 
building. The Chief gf Security conducts 
coursfs for all participants from all the 
participating schools on copi'cs which include 
case law, search and seizure, prevention of 
vandalism, adolescent psychology^ and 
numan relations. 

A aumbar of agencies and groups provide 
trainers, or resource materials for the ^work- 
shops-- 

• Legal department of the- Pitts- 
burgh Board of' Sducation 

@ Ailegheny County Coronar's- Off ice 

© University of Pfctsfaurgh Graduate ^ 
School of Social Work 

o Pittsburgh Council on Public idu' 
cation 

@ Personnel from local law. enforce- 
rnent agencies 

-# Faculty from th^ ' Law Related 
-^^'.Z2:'0r T-a^ning ^^Qg-am pres- 
ently working in selected Pitts- 
burg n schools. 



^ C V □ e OT training is a 
car^D.r-g. ^rain.ng session conducted sach 
semesLer to enable students from the van"- 
CMS schools in pittsburgn to interact with 
eacn ^giner. The oojictive of this outdoor 
training is to incourige the student aides 
^ . apoty what they have laarned^' about 



2^-day 



. humjn ^relitions in the .Saturday workshops 
and school training sessions for a short, 
intense period. 

Results 

The Security Division of the Pittsburg^h 
Board of Public Education set down four 
specific objectives by which to frfeasure the 
Success of the student security aide pro- 
gram for the 1978-79 school year. These 
were- - 

© ' To reduce the number of suspen' 
sions in the 1978-79 school year^ 
by 5 ^rcent 

^ To reduce the cost of vandalism 
. by 3 percent . 

© . To reduce the number of expul- 
sions ^ in the 1973-79 school year 
. by 3 percent • 

■ e To maintain or improve student 
grades, attitudes, or behavior. 



Although ^no formai , documented- results 
have as yet been, presented , one indicative 
Qvaluaciph was made by the Security Divi- 
sion of/ the Pittsburgh Board of Public Edu- 
cation/' ^vith regard ca the camping/training 
session. There have been no disruptiv 
incidents during the camping trips over th 
past attended so far by 120 students. Th 
report noted that 'This , speaks well of the 
activity itself and of the behavior modifica- 
tion which takes place by virtue of being a 
Student Security Aide." 

According to the report, the major rewards 
that appBar to appeal to the students par- 
ticipating in the program include-- 



The prestige c 
of the Student 
gram 



f being a member 
Security Aide Pro- 



The jacket and shirt that identify 
membership 



"he 



ca I ii p I n 



Additionaliy ; there is * the feeling among 
Security Division personnel that one 6f the 
advantages of the ^student security aide is 
that he or she serves as a buffBr between 
the student and the adult authority, which 
tends to reduce the number of physicai con- 
frontations and incidents of, disruptive 
behaviors by individual students or group 
of students. in a number of instances, the 



itudint aidfs wert credited wich prtventing 
the occufrinci of rict' riots in several iargs 
high schOQls, It .Sisms cltar Chat by enlist-' 
ing students of both saxes from all ethnic 
and racial groups , the student security aide 
program has worked ^succeiSfully to prevent 
the kinds "of tinsioni that found mort vio- 
lent' release in the past. 



Replication issues 



r 



Student Security Aide Program seems 



suited for secondar\y schools (including 
high or middle /Schools ) . The pro- 
for 



best St 
'junior 

gram is appropriati f6r an,y school, rural 
suburban, urban, that wishes to Involve 
students In keeping their, schools safi. 



Thl only necissiry iKpenditures are for 
Che Shifts and jackits that each of the stu», 
dent sscurfty aides wears while on duty. 

On a district" or system-widi bafeis* 'the 
number , of " people involved. increases, 
fiVfhough their time commitments are. less 
thW^ thax for the individuals at each schogL 
^These outside people are involved in ^the 
workshops or the . camping/training sessions, 
participating as members of their cooperate 
Ing agencies for one^ day ■ every, month 
and/or Zh days each semester on a lectur^ 
basiS/ or as I resource perso^n . Camping 
equiprnent. an^ food may be an |Kpense, but. 
it Is possible that most of Cng^e-it^ms can 
be provided by the participants themselves/ 



Requirad Resources 



in each schooi participating in a student 
security aide program, personnel require' 
ments include the principal, staff security 
officer, an^ teacher/advisor, plus ^arBnt 
representatives, and t^e student security 
aides themselves. 
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^BltBl TliW 1 tour and 20 minutes ' ^ 



Moduto SumuM^ 

WiLb mDdule foauses on crime prevention and property protection througli physical design, 
Topi Gs include key control systems, security pa tq|tj|^ inventory control, and alarm 
systems. ' ^ ■ ^ S - 
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AeHvlty/^itant Summary 



Introduction 

A, The Offender-Targeta-Rigk-EfffQrt-Payof f mdel (OTraP) 

Opportunities for crime can be eliminated or reduced by con- 
sidering such elements as type of target, risk, effort required, 
and potential payoff to the offender. 

B* domponents of Plant Security 

Components include design issues^ key control^ inventory con- 
trol and operatlpn identification, security patrol at night 
and on weekends, ^nd alarm systems * 

C. Needs Assessmei 



The Importanci of developing a systematic approach to iden- 
tifying security needi' is presented. 



Crime Prevention Through Physical Design 
A. Doors ■ 

Good security applies to both interior and ex^rlor doors; 
doors should be thought of as a closing/loGklngfeyptem, 

1, windows 

Sliding windows and casement windows present different security 
problems. " 





5 min. 



10 mln. 



AeUvlty/Contont Summary 



3. Key Control Syagejas 10 min. 

A. Preliminary CQgttnenta 

Strict control and inaintenance of all keyi is essential to school 
security* Maintaining control of who has access to keys is also 
very important. The Kentucky Key Control System is presented. 

B * Step Is Diagram and Nmnber Keys ' 

C* Step 2 1 Col J ect All Keys in Envelopes 

jStep 3; Index Keys 

Step 4 1 Tag Keys 
p* Step 5: Key Locker 

G* Step 6i Issue Key with a Signed Receipt 

Other Key Control Systems % ■ 

4. Use of Security Patrols for Nights and Weekends * 5 min, 

A* Personnel Quallfic i itions 

Performance requirements of security personnel are becoming more 
demanding. * 

B, Patrol Procedures 
Some suggested guidelines for effective patrol are introduced* 

5. Inventory Control and Property Identification 5 min, 

A* inventory Control , ' 

' ^ An itemized list of all school equipment should be Mintained and 
a physical accounting of each listed piece should be conduGted 
routinely* 

B* iteration. identification 

Marking each inventoried piece of equipment with an identification 
number is an effective way of deterring crime* 

BREAK • ' ■ 
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AeUvity/Content Summary 
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Ala rrn^Sys terns 



40 min* 



A, Equipnient Overview 

B, Simulation of Plannin% Selection and Layout 

Description of hypothetical school Anytowi High Schooli typical 
security problemgi existing security systemi possible additional 
seGurity hardrare for arson prevention, intrusion detection, 
motion detection, acoustic sensing, and remote monitoring. 

C, Resource Material 
A NSRN Resource Bulletin is available on alarm systems. 



Conclusion 
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^ Abcmt 

COUria -- 5 - Security ' ■ " ' ■ ■ .. j \ - ' . ' ; lAOllllto 

Moilute i-3 - Physical Plarit Security , > , ' *v — 



ObjeettvM v 

Participants will be able to~ - 

,1. Describe a yarieify of different approaches for Securing property 



Describe at laaet three examples of no» or low-cost solutions to improving 
security in the schools . 

Plan the layout of an alarm protection scheme in a school showing what 
electronic devices can be used and where they may be located. 



Description of Materials 

Transpa^nc ie s 

5.3.1 5.3.15 Transparencies accompany lecture on plant security tactics. 
Handout ■ ' 

5.3.1 Security Measures Taken . 
Bac kground Ma-terials 

= = i= == == , ^ H . 

5.3.1 Physical Plant Security Survey Form 

5.3.2 Key Control Checklist * . 
R.5.3.2 Lock and Key Control. NSRN Technical Assistance Bulletin. 

^ ■ 

Resources 

R- 5.3.1 Vandalism and Theft in Kentucky Schools . Kentucky Crime Check, 

Volume II School Security and Control. Can be ordered (free) from 
Kentucky Department of Justice, Office of Crime Prevention, State ^ 
Office Building Annex, Frankfort, KY 40601. 
R.5.3.2 Lock and Key^ Control* NSRN Technical Assistance Bulletin, 

R»3.3.3 Alarm Systems Guidelines. NSRN Resource Bulletin. 
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5>3 - Physical Plant Security 
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' ' PHYSICAL PL^T SECURITY SUR7EY FOm 

Security Survey ^ 

Survey Tools t 

Geaaral Considerations 

Speeifie Considerations ^ 

The foisting Security syatem - 
Facilities ' 
Buildings and Grounds 
toergency Procedures and -System Checks 

General Security Solutions 

Intrusion^ Protection Devices 
Safes and Vaults 
Alam Syst^s V 
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■. ''' '■■:■']■'- ■ 

TOE SECURITy^ SURVEY - - ; ' " 



V, _„■„ — _ .. ■ •. : .■.;(;, 



^ = ' Iri surveying the lahool'a iaaurity system^ thm types of possible lecurity" % 
breaJcdowns and their aauseai both hwan and enviromiental^ should be kept in min^. * 



Surviy foms 

Site plot r building plan, floor plan 

PenSf penail> ihatpener 

6 iilah ruler/atraightedge 

Measuring tape (minimum 12 inchee) 

Measuring wheel 

Voltage tester 

Tape^ reoorder, blank tape 

Camera/ film# batteries . 

Quad^lle pad 

Survey forms 

Poeket caleulator/ bat v 

Screwdriver 

Magnifying glass 



Ganerai cons iterations 



1. How is the sehool organized? What are the functional lines of authority? 

2. Whera does secur fit into the organization? 

3* How does the school administration feel about security? . ^ . 
How important is it considered to be? ^ ' \ 

4. Have other previous surveys been conducted? Why? When? By Whom? 
Were they meted upon? J 

5. What is the nature of the relationship between the police and the school 
and its security director? 
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Specific Conslderatloris ' ■ 

_ ^ In observing t^e following external and internal equipment and situational ' 
, factors, consider .their suitability, ;effectiv6nesa, tad maintenance procedures; , 

The Existing Se curity Systra: . - ' 

[ 1, hrm there eitab^hed proGedurea for maintaining security? 

\ Are there written materials describing these procedures? 

2, Have there been security problems in the pasf^ 
How were they handled? N 

member of the school staff been trained in security awareness? 

3. ' What is the existing alarm system? 

What is its technical objective? 



4* Is it a local, central station, or police alarm system?^ 
Is it supervised? . 

5. Is it randem^pulsad? 

Can alam line be coi^romised? 
How easily? 

6. How would local authorities respond? ^ 
How soon? . ^ 

How is the systta maintained And tested? 

7. Whtte is the equi,^ent located? . s 

What kind of cover is needed for the conduit^-a rigid 
or f laxlbla ftt^l cover or a plastic snap-on coyer? 

How does the existing system interface with any new co^nents 
being considered? . ^ 

For instance, what voltages and f regencies are available? 

9* Is there a night custodiiuv^guard? 

If not, is one needed and what would be required to accora^odate one? 
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10. Bow snd e are valu^lss storsd? 

11, What is the interaal comunlcation system? ; • . . 
Ih there a personal identification system? ^ - . 

12 • what is the pEOOedure for visitors? • ^ ; - 

. ^ How and where dp they enter? ^ * * ' , ^ - ^ 

Faailities^ ' 

13, Where do telephone lines enter the building (s)? „ 

14*' Does the school have radio and television equipnant and antenna 
syst^iB? J 

^ ' " ^ ^ j . ■ " ^ ^ ■ ^ ; • ^ - . ^ ^ 

/ 15. Who is responsible for maintenance^ of the buildingi electrical, heating , 
and air conditioning systems i and fconstruction? 

16* How reliUsle are local utilities (including fuel system and delivery 
water atoreSj electricity) and foOT services and supplies? 

Bui Iding s and Gromds i 

17* What is the geographic location of the school? 

In what type of neigtoorhood? 

18. What are the school boimdaries? 
Are they well defined? 

19. Does the school own vehicles? 
* Are thfere garages? 

20* How many buildings are involved? 
y What is their size, height^ construction? 

21. Is any new construction anticipated? 

22, Are there aesthetic considerations in the design of the security 
system? ^ 

23* What is the noise level of the area? 

24* What easMents and rights of way exist or are needed? ^ 

25, What is the condition of the soil and vegetation? 

26, What are the eKisting barriers (e.g., fences, walls# hedges)? 



27.^^ Bow is th# sit# llfhtsd. Including ttterlor building lighting and 
parlAeter and umm lighting? • 

■ 2S. Are there Vuning, ^isteuctionali or dirsetional signs? 

Bow visible ara tiiay? 

Ars thmf av4r obaouad (for instance, by. snow)? 
29 « What are pedestrian and v^iole traf fie patterns? 
Where are parking lots located and who uses tham? 

30, How many interior and exterior doors are thara? 
Is the nimdser and size appropriata? 
Are they all necessary? . 

31, Are the doors equipped with locks? 
Is the quality of the locks appropriate for the doors? 

32, How many windows are thara? . 
Are they equippad with locks? 

33, What other ©panings exist (a,g.^ roof hatch, ^ coal ohute^ skylight)? 

34, Who is responsible for lock--and--key control? u 
Who opens and closes the school? 

. By what procedure? 

When? ' ' '- 

Are records kept? 

ergancy Procedures and System Checks 

1, Do established procedures exist for dealing with the following types 
of emergencies ; 

Civil disturbance? 
Personal threats? 
Personal injury? 
Fire? 
' Vandalism? 
Breaking and entering? 
Other emergencies? 
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2, Are evaeuation proeedurei established? 

Review evaouation plana and routes with all concerned; 

3. Are there any fire haMrds? 

4 , la there an emergency conmiinicationa systm, ' tested with local 
authorities (polioe^ hospital^ fire)? 

5. Are groimds clear of all imnecessary vehicles/ equipment,^ machinery ? 

Rerove trash and relocate shri^E or trees as neceisary. 
6- Conduct the following system checks and tests: 

Visually and operationaaly teat the outside infrared system./ 

Check proper operation of all inside and outside closed-circuit 
television systems . . , 

Work test all walk-through detectors and hand-held transfriskers 
(metal detectors) * ^ 

C^errtionally check all other electronic security^ syatems, including— 
Smoke and heat detectors 

Ultrasonic detectors ♦ 
Door locks and alarms* ' ^ 

Check standby generator and fuel supply. 

Check site CTiergency audible (P,A.) alarm warning system (if so equipped) 

Check location and proper fill of all fire*extinquishers and fire- 
fighting equipment. 

C^eek for proper operation and security of all comiunicationa 
systems I 

Radio ; portable and vehicle i 
Telephone; ^ 

Security and fire battery systems/ 




Ganeral Security Selu tions 

Ensure thnt all windows, doors, and other openings are protectea and' 
supervised* 

AlaCTi contacts should be designed to the level of security. required— 
* singlp-^aeting (manual reset) or double-acting (automatic reset) — and be of the 
correct applicatian (electrical andyor mechanical)* 

Consider the environment* Are interior and exterior systems appropriate? 
Are they dur^le, weathe^roof^ corrosion^proof ? * 

Consider the effectiveness of the conduit/cable system. ' . . 

Lighting should reduce shadow areas and provide illimination for detection 
without glare. , 

Photoeleotric cells and time controls are preferred 'over manual on/off 
systems, 

■-. - ^ « ' ■ 

Can security system components be seen or easily removed? Can they be 
recessed in the door-frame or wall? Can non-reversible screw fasteners be 
provided? Conceal and cover terminal pontacts. 

* Consider future building design or entrances to building to be added in 
future* Will wiring, etc , have to be moved? 

What doors, skylights, air-conditioning ducts requirj|, magnetic -switch 
contacts? If large, they may require lacing* V^- 

Design pull trap devices for through-the-wall or window air-conditioners 
and their frames. Protect unused plywood space fillers with varnish and pull 
traps, * 

Consider out-of-doors sjistems, e,g., double Invisible infrared bewis or 
equipment embedded in concrete foimdations to prevent theft or vibration and 
misalignment. Be cautious of microwave devices that can detect trucks, traiiis, 
cars, etc* All outdoor systems should have supervised alarms on their low- 
voltage circuits. Other outdoor items requiring special consideration include 
gas Dumos, trucks, convevor belts, elevators, and forklifts. 
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Breaking ajfid entering may oecur during understated, hours ^ such aa ojpening> 
closing, tolldays, ^d weekends* Always design the security syst^ to protegt 
life first arid tiien property, Effeotive preventive measuree inqlude motion 
detectors and other ^intrusion prevention devices, internal alert signals 
(phrases or words) , mergenoy alama^ camera (one frame each two seconds , when 
triggered), closed-circuit television and strd^ lights* Motion detectors can ^ 
be used to back up alarm devices oi^ doors and windows to help prevent defeating 
alarm systKns* * 

Devise or test substitute systems. Gost-effectiveness"perfoCTnance and price 
should be considered, A rMiote -tone signal generator may be advisabl^* 
Different telephone circuits are available. In interlocking systems, ^if the 
telephone syitem fails, other systems will- fail also. In "two route" telephone I 
circuits the phone systCTi is separate, ' 



IntrusiQn Preteetion pevlcaa =^ 

■ ■ , ^ ^- ^ - . - ' - r ' ' ' . ^' ^ ' ' :\.'^^ ^- ^- ' ' / ■ 

Devicea t© pyevant intrusion may be photoelectric ^ infrared s audio, soniG, 
ultraaonia, radar/miorowave , or pagsive infrared* 

= * • • 

Photoelaotrio devices use white light and may be adjusted to 50- to 500-foot 
r^ges* ^e use of reflective mirrors reduces the range 25 percent. These 
devices are visibLs# and their technology is outdated, ' 

Infrared devices .are mounted on rigid surfaces and mi t invisible lifht, 
Self--contained sensitivity adjustments are nonsupe'^ised. Transmitters aAd 
receivers are supervised, infrared devices can be vulnerajDle to steam, weather, 
condensatibnr* ^noWi etc, 

A\idio devices may utilise a P, A, system in reverse through microphones 
over doors and windows. Sound is converted to an alarm signal. Audio devices 
are not recoraaended in areas of highway sounds, roof rain, or machinery noise, 
but are ^ood for safes. Pay attention to Unde^riters Laboratories (U,L.) 
specifications. 

Sonic defectors respond to sound, are not U.L, -^listed, ^ hurt ears, 
require earmuffs to test, and are nomally electrically driven (thus ineffective 
in power failure) , They can keep firefighters at a distance if the devices 
cannot be silenced, , ' , 

Ultrasonic devices respond to movOTient, operate in the 27 ^ 4*7 KHz range, and 
use solid-state power supplies and amplifiers, Walk--test the entire system each 
day, watching out for "crawl dead spots," Check antitamper trap covers. The 
supervised line and bracket traps should also be tested. School management ^ 
personnel should conduct the walk-^test and log results to prevent employee ^ 
compromise* A nbmal walk- test has the limitation of testing only the amplifier 
and wire. Devices ftiay be omni- or one-directional, may be self-contained, and 
may have master/slave configurations. 

Microwave systems are similar to infrared systems* Radar/microwave devices 
may be omhi- or one-directional* The beam can penetrate certain types of walls 
(such as, sheetrock or glass, ^but not brick, for instance)^ thereby detecting 
movements outside the protected area". They have very little application in 
school environmei\ts, and any FCC frequency law allocation changes may require 
expensive updating, .etc. Microwave must be engineered very carefully to 
compensate for problems with piimps, wheels, fanS/ broken fluorescent lamp 
starters, etc. 

Passive infrared devices detect body heat from 50 - 75 fee^i- but are not 
.effective in areas above 100 F, They must be adjusted for seasonal tmperature 
differences. 
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Saf^i and Vaults 



In GOMidering safes and vaults^ the following factors' should be kept in ^ 
mind. Ninety-five percent of trfero are fire-safe only* No U. S. safe ^ 
manufacturer will make reference tp its safes being burglar-proof / (One company 
advertises one of iti safes as burglar-^prooff^for 30 minutes*) Most tough-md%erial 
safes are foreign-made, and have not been subjected to U,^*-T=besting^-.=For instance, 
only frames and doors may be tested, Ihe testing lab may use only conventional 
bt^glar tools* It is advisable to install*, safes at the time the building is 
constructed so that manufacturing drawings will be available* Outside labels ' 
provide information about the safe's construction* . ;^ 

Safes are best protected by-^ ^ 

/ X ■ ' 

Wood or masonite construction with foil tape grids inside or outside; 
■ ^^^ Electros tactic (antenna) field r 

Foil and temperature alarms i . * 

Inside air pressure and drop systems; . ' . , 
Hydraulic alarm system/ prebuilt in safe and enclosure; 
Interior linings taped for U*L, approval. 

. Alarm Systgns i . . 

Use U.L. -listed electric key con^ination locks to turn the system ^ 
on and off* Make sure a different coiriDination is used for the alann system 
than for other ^systems . Restrict <iistribution of the combination among 
personnel. Maasure and record^ the electrical .characteristics of equipmm^^-and 
'Systems. For instance ? some equipment will malfunction during an electricaT) 
brown=oufe* Two- stage systems which briefly dela^ the main alarm help prev^i^ 
false alams* = - * / . ^ 

Alarm company contracts ^ should specify the level of security to be 
plrovided and opening/closing supervision* Signals and reports to be made should 
also be outlined* ^e aware of possible additions to basic contract charges i 

#^ ■' ■ 

Taxesi ' , 

/ " ^Permits? 

FalseHllarm fines levied by the city; 

Maintenant:© or refurbishing charges after the first year; 
Telep^one oompany charges or, regulations; . ' = 

Interest on past-due accounts? 
Insurance cor^any requirements i 
U.L, certificates; and 
Installation errors* 

Warranty j maintenance^ and service provisions should be exMined, Check 
references regarding the company's past security work. 
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Mttdulft 5.3 Physical Plant Security MaterlalS 

Background UP 5.3.2 ' 
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Key Control Check List 




Yes No 



1. Do you restrict office keys to those who actually 

need them? . ( ) ( ) 

2, Do you keep complete r .up^to^date records of the 

disposition of all office keys? ( ) ( ) 

3* Do you have adequate procedures for collecting 

keys from terminated employees? ( ) ( ) 

4. Do you secure all typewriters^ adding machines, 
calculators, photocopiers ^ etc,,, with maKimum 

security locks? ■ ( ) ' ( ) 

5. Do you restrict duplication of office keys, except » 

for those specifically ordered by you in writing? ^ ( ) ( ) 

6. Do you require that all keys be marked "Do not 
duplicate" to prevent legitimate, locksmiths from 

making copies without your knowledge? ( ) ' ( ) 

7. Have you established a rule that keys must not 
. be left unguarded on desks or cabinets^^and do 

you enforce that rule? ( ) ( ) 

8- Do you require that filing cabinet keys be removed 
from locks and placed in a secure location after 

opening of cabinets in the morning? ( ) ( ) 

9^ Do you have procedures which prevent unauthorized 
personnel from reporting a "lost key" and receiving 

a "replacement." * ( ) ( ) 

10^ Do you routinely obliterate numbers on all keys to 

prevent unauthorized duplication? ( ) ( ) 

11. Do you have some responsible person in charge of 

issuing all keys? ( ) ( ) 

12. Are all keys systematically stored in a secured 
wall cabinet of eitiier your own design ox from a 

commercial key control system? ; ( ) ( ) 

13. Do you keep a record showing issuance and return of 

every key, inGluding name of person, date and time? ( ) ( ) 




National School Resource Network 



HGi^nQ\Cmm * 1540 Wiicafijin A\^^ys.. N w wasfiington.ee 
iesrtfri 'Itge^^Oi Cmm * M iQv mm Ram^ Bamn M Q22I5 
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w#sram negjor^j Csrif©f ^ ^3 ^foftiiicnai Cf^'tf way. San Rafael. CA *' (415] d72'i227 
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al Assistance Bulletin 



Lock and Key Control B^ocedures 



Summary 

Control Qf access to keys to school buildings and to critical interior areas 
which an frequent targets for vandals and burglars is a major problem for school 
administrators and school sacurity personnel. This bulletm describes approaches to 
lock and key control which have proved successful in Seattle, Washington^ and New 
York City, New Vark, An example of key control procedures^ used by the Fairfax 
County^ Virginia, Public Schools, is also included. 

% 



Trie Problem 

IVIain^aining control over keys is a major 
problem in building security. Administra- 
tors are concerned with providing sufficient 
access to areas in and about the school for 
personnel who must work in those areas = 
However, administrators are also concerned 
that the lack of proper issuance procedures 
and care in^ handling keys ^wlll constitute a 
hazard to the security of the building. 
Teachers and other staff need frequent 
acciss to storage and audiovisual supply 
rooms. However, individual carelessness is 
often cited by school security personnel as 
the major reason for lost and/or misplaced 
keys to these vital areas and subsequent 
property loss. 

A system of key control, especially fpr mas^ 
ter keys, is essential if adequate building 
security is to be maintained. However, the 
system should not be so rigid as to hamper 
the aducational process. If the problem of 
lost materials and equipment is of such pro= 
portion that the, educational process is 
already in jeopardy, strict enforcement of 
access to kevs mav be the only^ answer. 
However, the effectiveness of school staff 
may* be impaired if they cannot get into 
areas in the building considered essential to 
their functioning. Therefore, one must 
consider the tradeoffs that may be neces- 
sary before implementing an^y system for 
controlling access to keys. 



The Solution 

According to Charles^ O'Toole, Chief of 
Security for the SeattiS Public Schools, the 
"period of credibility'' . Tor any lock and key 
system averages from two to five years. 
Within this timeframe, or as the need arises, 
the lock and key system for any school dis- 
trict should' be changed. Accomplishing 
this task can be quite expensive, ^particu- 
larly if buying new ; lock systems is the only 
approach taken Many school districts are 
now meeting the challenge through the less 
costly but equally effective approaches out- 
lined in the following sections. 

Exchange Programs 

In the State of Wash'ngton^ several school 
System^^, partrcipate In a lock and key 
excha^«^ program , Periodically , neighbor- 
,ing ^^K'^^s exchange lock cores and/or 
combf^ffijn locks to lockers along with all 
master^^^ys . and combination books. This 
type .of program increases the security and 
credibility of' the lock and key system in 
these districts and is cost effective. 

Seattle and Portland, Oregon, have been 
involved in lock and key exchange programs 
for some time. For example, when one of 
the master keys for Seattle's gym locks was 
stolen, Mr. OTools traded nearly 3,000 of 
the affected locks for the^ Portland school 
system's different locks and master key,. 
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According to Hanry" Branch, Dirtctor of tht 
Office of School Saftty for the New York 
City Public Schools; whtntvir i school in 
one district (e.g., tht BroriK) is identifiid 
as needing new locks in high-risk areas 
because ksys have been stoltn, duplicated, 
etc., and a school in another ichool district 
(e.g../ Manhattan) is identified as having 
similar problems, tht locks from tht 
afficted schools art switched. No new 
locks are purchased, and labor costs are 
redijcsd by using existing staff, 

A variation on tht above can also be accom- 
plished within the same school building. 
For example^ the lock from tht audiovisual 
supply room can = be switched with the lack 
from the mattrials supply room. Locks 
from all target arta rooms can randomly and 
periodically be switched by the maintenance 
staff. 

In schools which have "comman lock sys~ 
terns" which; can be opened by a master 
kty, it is suggtstid that classrooms with 
^ixpensivi tquipmtnt not be a part of the 
system. Business classes^ sclencs fabs^ 
vocationaL education shops, and all 
classrooms that can be ipecific targets for 
theft should have -'unique" locks. These 
locks sheuld not be of the knob mounted 
k.ty. _access variety , but instead should be 
locks with de¥d" bolts or some other more 
secure mechanism. 

Staff Accountability 

Many school systems have instituted key 
control systems that have one staff member, 
usually the principal, resnansible for the 
issuance and handling of keys, espe- 
ciaify master keys. This approach, 
although considered rigid by somf/ has 
proved quite successful. A distinct advan^- 
tage of the system Is its control over the 
frequency with which duplicate keys are 
produced . 

In Seattle, only the principal and head cus- 
todian of each school have a master key to 
exterior doors. Teachers are only issued 
keys to their individual classrooms. .Any 
staff member who needs to be admitted to 
the building ^ before or after school hours 
must request permission in advancs, and 
the p^-^ncipal or his or her designee must 
come -Dack and let him/her in the building. 
This type of system allows :ne principal to 
decide whether is essential that staff be 
in the buildingr during ^ nonschool hours.. 
towsver, such a» system makes accessibility 
to the school facility difficult for thoss: 



staff who may need frtquent access to the 
building for program purposes.= 

Regulation 5240 of the Fairfax County, 
Virginia Public Schools " is included asi'an 
appendix to this bulletin as an example.' of 
key control staff authorization and^' rispoh- 
sibllity , " ■ . .. 

Key Control Criteria 

In their attempt to combat vandalism and 
theft in the schools, the State of Kentucky 
lists the following as minimum criteria to be 
met in the area of key control: 

© The responsibility for lock and 
key control is assigned to an 
individual 

@ All file keys and duplicates are 
kept In a steel key-cabinet, 
under lock and key 

o All keys are maintained ^ and 
Issued with strict supervision, 
including the requirement . that 
each key issued must be signed 
for (using key receipt tags) 

m Master keys are kept-* to a mini- 
mum and are retained by top 
administrative personnel * only 
(principal, assistant principal, 
and maintenance supervisor) 

© Appropriate fines or penalties are 
Qntorced when an employee loses 
a key 

0 Employees are . never permitted to 
have a duplicate key made on 
their own ^ 

9 

0 Keys are always collected from 
employees who t^r-mfrra'te or trans- 
fer ' ( 

Q All keys are collected and logged 
at the conclusion of the school 
year; the key control system is 
reevaluated and inadequacies cor= 
rected before keys are reissued 

© Tumblers in vital locks are 
changed if keys are permanently 
lost or stolen , 

Results 
# 

Exchange programs an cost effective In 
that there -is no capital outlay for purchas- 
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ing naw equipment, and minimal costs for 
iabor art incurrid by having axisting main- 
tenance 'Staff remove and reinstall locks, 
AlthQugh there is no hard data available, 
stcyr'ty dirictors state that once clear 
lines of responstbiiity are established, in; 
terms of ^ key controi , there is less of a 
problem with lost keys and unauthorisad 
duplication of keys. 



of their time, Oritntation of all staff to 
.new procedures should also be considered:.^ 
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SUTPORT SERVICES 

Sacurlcy and CaTOunieatlons 

SchoQl Kays 



Riguia^glon 5240 
Supporc Scrvicea 
January 2, 1976 



1, 



rurp 



To astabliah.riSponiibilicy for adtniniscri tion of school building key 
control and to designatia Individuali auchorlaad to have possassion of 
school fcays, 

GanirEl * All Schoola . 

One master key is authorised to be in the possession of che foiTgwin^ 
individuals: ' \ ~ 



frincipal 

Asslscaat Prinoipais 
Head day custodian 

Head night custodian (upon the specific approval of the principal) 
Twa mastar keys shall be an file for office use as follows- \ 

Ona key to rmain secured in the administrativa office 
One key far use by tha after^iours activitias custodian as 
approved by tha principal 

3i Hl^h and Secondary Schools 

High and secondary school principals tmy assiin a building mascer kav to 
department heads as deemed nteessary under che following condicionsi' 

a* A current list of names of all departmenc heads wh6 have been assigned 
building traster kays shall be kept on file with che dirtccor, Sacurlcy 
and CoiMunica tions Division* 



b. 



Building master keys shall not be assigned co a deparcment head until 
briefed by tha director , Securicy and Coirminica tions Division, 
responsibilities with respect to the security intrusion svstem\ 




Mastar keys assigned to daparttnenc heads shall be specifically assigni< 
to the individuals. Landing of mascer kays is prohibiced under any 
circumstances, 

d. The unauthorized use of a master key, or any school atnployaa possassin! 
an unauthorized mascer , shall be riporced co the area superiacendanc/ 
dlractor, Support Sirvices ^Departmenc , for appropriact accion. 
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Sojircei Fairfax County Public Schools, FairffaK, Virginia 
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A'ddlCiQnal Responslbilicias 

Principals and Qeher accouncabLe Individuals are rssponsblla lor repossessing 
aehpel keys whan an ^playte jerminaces* 

Principals are tisponslbrt for advising Che director, Sacuficy and 
CavmxmiQationB Division, rt|arding- Che accountabilicy of all building/ 
faailicy mascar kays^ when carminacsd or whan riassigned co achar ducies. 

Only those CTployaes aisoaiacsd with a given school shall be pfovided 
ksys to ^hac school* Teachers art auchorlaid a 'room door key, 

Keys may not be- loaned to nonemployfeas for any reason. 
Excapcions - 

Raquasti for exceptions to -th% preceding auchori^acions and rasponsibilicies 
may be addresBsd co the dir*accor, Support Services Deparcmenc. Such 
requests shall be reviewed on an individual basis to assure optimum 
security or the facility concernsd, 

PrQcaduras 

The following, praceduras pertain to school keys; 

a. Raquisitioas for siastar and grand master keys ihall be submitted on 
form INV-10 to the Supply Divifion via the director of Security and 

. Comunications Division^ citing appropriate school PPBES account and 
object coda 307. the dirsctorj Security and Crnmnunications Division, 
shall securt the approval- of cHa aKiciitivs director of Support Services 
Department for all grand tnaster keys, 

b. Requisitions lor sarialissd additional keys (other chan maiter and 
grand tTaster) shall be submitted to Supply Division on form UN^IO 
citini appropriate school PP8E3 account and object code 307. Thd 
IJrV-10 must list the serial numbers of the desired achool keys cr a 
sample key for desks ^ lockers or cabinets, 

c. All key requests requiring the locksmich to travel co the sehool, 
excepc 'for repair of broken or damaged keys, will constitute a capital 
outlay CTpenditurt and should ba submitted on a DC Form 407 chrough 
the. area superinctndenc , 

d. Juitiflication for all keys must accompany requisition requests, A 
receipt shall be signed for each- master key issued. Grand mastar 
keys shall not be passed to a successor but must be recurnGd Co the 
director i Security and Connnunications Division, and-.vreissued , on hand 
receipt I to the next individual designated for acc^?untabilicy , 
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Resulaclon ^5240 



Requescs far tepairs £o keys or locks shall be submicttd :o 

Che Hainctnanct Divtsion as a maincenance rtquiramenc (Form SS^^-inO) 

One copy of each key ihall be cagged for each encranct and depostcad 
in whe centifally locaced key case. 

An audi£ of all oucstanding maicer and grand miscer keys ihall be 
conduetsd ac least gnce each school year by the direccor, Securlcv 
and Cos^unicacions 'Division* 
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Summary 



This module provides suggestions and guidelines for designing and/or upgrading school 
security programs. Emphasis will be placed on basic^ elements which are necessary to 
any school security program. 
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Activity/ Contfnt Summnry 



T1m« 



Introduction 



'5 mini 



There is no one model school security program; there are basic 
elements essential to all security programs^ and this session' will 
present an overview of some of these elements / based on partici^ 
pant need and interest. . 



2 * Step 1, Needs Assessment 
A , Purpose 



10-30 i^in. 



The purpose of a needs assessment is to provide a factual 
analysis of the school district's problem areas. 

Problems Addressed 

Types of problems to be addressed include property and people 
protection, 

Obtainln^_^ata 

It may be difficult to obtain accu^te data on costs attribut- 
able to vandalism/ or burglary, as opposed to normal wear and 
tear, ^ 

Alternate Sourcas of Data 

Crime statistics reported to police are an alternate source 
of data , 



Using Needs Assessment Data 

Some basic elements of a security program includes (1) deter- 
mining staffing requirements, (2) determining qualifications 
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Aetivity/Contont Summary 
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and tradning requirements; (3) developing policy, regulations, and 
procedures^ (4) developing a reporting system, and (5) staff devel- 
( opment for nonseourity staff, 

\ 

Detemming Staffing Requlreifients 

A, Requirement Issues 

Approaohes to staffing depend on the kinds of problems the school 
has. 



B, Staffing Approach #li Internally Deiigned Systems 

C. Staffing Approaah #2i Hire Outside Firm 
D* Staffing Approaoh #3i Use Local Polloe 
1. Staffing Approach #4 i MiKed Systems 

4, Determining Qualification and Training Requirements 
. A* Qverviey 

The need for training keyed to staff qualifications consideratioiis 
^ is stressed* 

B* EKamples of Training Programs Based on Different Qualifications 

Portland^ Oregon, and Seattle, Washington's training programs are 
discussed # 

5. Developing Policy, Regulations, and Procedures 

Elements of school board policy and regulations and operation/contin= 
gency procedures are discussed* 

" A. Policy Planning 

Initial policy planning for security programs takes place at the 
school board level* 

B. Regulations 

C, Procedures 

Si Developing a Reporting System 

The type of reporting system used depends on the , purposes for which a 
reporting system is designed (i,e*, legal requirements ^ planning, 
staffing, records, etc*)* 
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10-30 mi] 



10-30 mir 



10=30 min 



10-30 min 
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Aativlty/Content Summary 



staff Development for Nonsecurd'ty Staff 

A- . Overview ■ ^ 

There is a need to make the entire school cormnunity aware of the 
structure and operation of the school security program, and of the 
responsibilities each school employee has in relation to the 
^ pecurity program, 

B ^ Staff Development Examples 

Staff development approaches used in Montgomery County, Maryland, 
and Seattle, Washington, are presented* 

-Up 



Tims 



5-15 min. 



10 min. 
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About 



Course s security Modul© 

Modulfl 5.4 Designing and Upgrading School Security Prograr 



Objeetives 

Participants will be able to— 



, Recognize elements of thair school security programs that can be redesigned 
or improved 

Describe models and approaches that can contribute to successful needs 
assessment, staffing, training, policy development, re^rting, or staff 
^development. 

¥ 



DMeription of Materials ; 

Tran sp a r enc i e s 

5*4,P- 5 •4. 5 Transparencies provide illustrations in the" area of neads assess- 
ment, types of school security forces, and organizational struc^ 
ture placement of security divisions. 

Handout 

5.4.1 Advantage's and Disadvantages of Staffing Systems 
SackqrQund Materials i 

5.4.1 Memorandum of Understanding Regarding School-Police Relations (Seattle 
Public Schools) 

5.4.2 "The Contingency Plan" 

R.5.4,1 Inciaent Reporting Systems. NSRN Technical Assistance Bulletin. 

Resources 

R. 5.4.1 incident Reporting Systems. NSRN Technical Assistance Bulletin. 
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Background 

Module 5; 4 - Des ignirig and upgrading School Security Progr ams MatGf ialS 

Background UP 5.4a 

MEMORANDUM OP yNDERSTANDiNG REGARDING SCHOOL^POLICE RELATIONS (Seattle Public Schools) 

The Seattle Public Schools and the Seattle Police Department have enjoyed a 
good relationship over many years as a result of their mutual cooperation in 
rtiaolving problems. Howtiver, cnere nave existed ro£^tne pa'st several years 
some areas where appropriate roles and npcessary actions are undefined, un- 
clear, or where changing circumstances Rave necessitated changes in the 
prescribed relationship. ~ 

The following^ statements have been developed jointly by Seattle Public Schools 
and the Juvenile Division of the Seattle Police Department: 

A, The general basis for the relationship , between the Seattle Fublic 

SchDois and Seattle Police are those prescribed in detail in Guidelines 
for Demi ing with Emergencies, as revised. These Guidelines are available 
in every. school and are generally well known by all building administrators. 

administrative personnel will cooperate witb-folice officers and 
provide assistance wheft the officers* entry to thf/building is based upon i 



1. a warrant for the arrest of an . individual ;\ 

2. parental permission; \^ j 

3. presence of a Juvenile Division officer normally ^assigned to that 
building . ^ ' = 

C. It is eKtremely important that police officers notify the principal, or 
other building administrator in charge, upon entering the building. The 
principal alone has control of the building and complete knowledge of the 
situation in the building at any given time. His foreknowledge of police 
presence in the building can do much to facilitate'^ their operation and 
still prevent escalation of an existing situation. 

D. In view of recent Supreme Court decisions, access to student records is 
more restricted than it fqnnerly has been. With the proper court order, 
pez^tinent student record information will be made available to police 
officers as required. However, in the absence of a court order, and 
upon proper identification of the police officer to school authorities, 
the school ^will provide the officer with the address, telephone number, 
parents' names, birth date of the- student, and will verify attendance at 
the school . 



*E. With reference to the matter of interrogation o^ students by police officials, 
the Seattle School District encourages the police to interrogate citizens of 
student age in their home. However, the school will permit the interrogation 
4 of students by police provided the police officer has permission of these 

Source I Seattle Public Schools, Seattle, Washington 



students' parents to conduct the interrogation. In the avent either 
of the above conditions cannot be met, the student will be made 
available to the juvenile officer or officers assigned to that school 
for interrogation in -the presence of a school official* The role of 
the school official is that of observer. Any question about the inter^ 
view or any' concern raised in the mind of the school official as a result 
of the interview should be referred to the General Counsel. 

The situation in most urban schools, ^especially secondary schools, is a 
delicately balanced one which can be ^sr up ted in major proportion by 
certain incidents. On occasion it may be necessary that uniformed 
officers pursue a suspect into a school building* The need for pursuit 
must be weighed against possible consequences of such pursuit* Discretio 
should always be used* If the offender is identifiable, and the need 
for apprehension is not immediate, apprehension may be deferred. ^ In 
instances where sunpects are pursued into school buildings, the officer 
should be prepared to show that such pursuit was reasonable. 

In most circumstances, the building principal's contact with the police 
will b^e made initially to the School Security Office of Seattle Public 
Schools, which will in turn ,notify the police if such action is 
warranted* 

with regard to those circumstances where a sizeable police unit is called 
in, two concerns should be recognised: 

1* : Sometimes in the interval between notification of police and their 
arrival, the problem situation may change to such an extent that 
it may be preferable to refrain from overt police action* Every 
effort will be made by school authorities to exercise extreme good 
judgment in requesting mobilization of police forces, 

2, When the police are requested to take over a situation, they 

naturally are the decision makers, but the building principal is 
nevertheless required to convey to those authorities his own best- 
assessment of the situation* This is intended as advisory in 
nature in order to convey information regarding nuances in the 
situation which may not be apparent^ to the police* 



\ 
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Course ^ ^ B,.ur^fy ' ^ - _ Background 

Moduia ^ Designing and Upgrading School Security Programs MStGf ISlS 

Background UP 5.4,2 



"THE CONTINGENCY PLAN" ■ '"'^-^ 



PART III: THE CONTINGENCY PLAN 

THE WHO, WHAT. WHEN, WHERE, AND 
HOW OF CRISIS RESPONSE 

Regardless of the amount of trust and respect the school security 
officer gains mih students; administrators, the school staff, or com- 
munity groups, disruption may occur. A contingency plan shoiild 
be developed for that eventuahty. 

The contingency plan is basically a document outlining who Has 
the responsibility for carrying out a specific task at a certain time, 
in a certain place, and by a certain method. In other words, it 
answers the who, what, when, where, and how of responding to 
serious school disruption, 

- Restoring order is the key task to be accomplished in such a plan. 
It is not, however, the plants true purpose, 

A classroom setting wliich resembles an armed military fortress 
ready for battle might provide for the students' -personal safety, 
though it hardly "is conducive to a challenging educational climate. 
The establishment of this climate is the ultimate purpose and gpal 
of a contingency operation. 

^ The following pages outline a minimum number of steps school 
■ security directors and other officials should take in developing their 
own tailored version of a contingency plan. School systems are 
encouraged to use this outline only as a starting point. Assistance in 
assessing school problems, designing a security program, or formu- 
U.Mr J a, contingent plan may be obtaj*eJ by contacting rtsources 
listed in the T :iection of this brochure. 

SCHOOL ADMINISTRATORS AND SECURITY 
DIRECTORS SHOULD 

A. Plan for Building Safety and Security By 

© assuring that fire alarm systems are secure and that a delayed " 
signal system or a similar safety mechanism is designed in 
concert with the fire department 

0 m-onitoring the flow of traffic onto school grounds 

© securing outside xlonrs frorr. trespassers, but allowing use of 
the doors frfvn ^tlie inside^ in the event^ot^ fire or other 
\,emergenr, 
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• instituting a sipi-in, sign-out system along with color-coded 
identincation tags to be worn by all visitors to help exglude 
unauthorized persons froni school premises 

• designing a signal for announcing the existence of an emer- 
gency situation, and the need for the contingency plan to 
become effective ^_ " 

• assuring that clear instructions are given to staff not having a 
class in session at the time a signal is pven (report to command 
post for deployment, etc.) 

• developing special procedures for cafeteria and shop staff, 
particularly emphasizing the lock-up of knives, tools, and 
other utensils that could be used as weapons 

< _ . . 

• making sure that trash rooms and trash containers, as well as 
other highly combustible areas and materials, are secured 

• assipiing personnel to areas likely to be gathering points for 
; groups of students=rest rooms, cafeteria, gyms, auditoriums, 
^ etc. ' ^ 

^ - ' 

• developing clear and concise reporting procedures for school 
damage and vandalism and other incidents requiring security 
staff to respond 

Plan for Personal Safety and Security By 

• setting up an adequate tlrst aid facility and procedures for 
hrndMng jniuries 

• isolating the disruption as much as possible by separating 
opposing ^oups, giving each separate meeting places, and 
working independently with each 

• curtailing movement in the scliool by postponing class change 
and eliminating bells until tjireat of escalation ceases 

• assuring that operational instructions are given to teachers in 
class at the time a contingency plan is put in operation (lock 
doors, close windows, shut down power equipment, keep 
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pupils in classroom, aftnounce that teachirs have been trained 
for this event, and request that students follow instructions for 
* their own personal safety and welfare) 

• having available a compilation of appropriate legal lanctions 
which can be used as tools for control and for crowd dispersal 

• insisting that all staff avoid physical involvement eKcept for 
self-protectionior protection of students 

• providing clear guidelines ol personal demeanor in times of 
crisis (controlling emotional involvement, avoiding argument 
over who's to blame, promoting fairness) 

developing clear and precise procedures for dismissal of school 
f dismissal by floors, use of PA system to control movement. 
Vetc.) 

.developing clear and accurate reporting procedures for all 
personal injuries ^ , 

Plan for Smooth Admiilistrative Control of Operations By^ 

^merally assuring that schools will be closed only if necessary 
and according to predetermined criteria of the level of conflict 
(Levels are explained in the Police Involvement section later) 

arranging and desipiing a central command post outside the 
main administrative office (The post must have a communica- 
tions system with links to the principars office and the pdlice 
depart ni en t) 

establishing a clear chain of command for all persons having 
specific responsibilities during the crisis * 

identifying a sTtaff stenop-apher to record all incoming mes- 
sages and nQ|es pertaining to activities 

developing an equipment checklist and a list of emergency 
phone numbers for the commajid post 




' • having a motor pool available {perhaps through driver training 
mstnictors) to transport the injured to tlie hospitaKor students 
and staff to their homes ; , 

• notifying all buses to be on alert for the transportation of 
students 

. • having available alternative planned bus routes should normal 
routes be obstructed 

• setting aside a specific room for holding disruptive students, 
counseling them, and dealing with them according to estab- 
lished codes of discipline 

• differentiating between actions subject to arrest and actions 
subject to school discipline ^ 

• setting aside a specific room for parents who traveled to the 
sclyjol for information 

D, Plan for Effective Emergency Communication Systems By 

• establishing a rumor control and information center at a 
central location to handle parent transportation concerns, 
school schedule information, community inquiries, etc. 



• selecting someone to opei;ate tiie schoors intercom/ 
system, and to relay messages only when authorized to do so 

• establishing a backup- messenger, communication system in the 
r*tn* thnt tli2 noijnil n'nnmiwicatjpn system fails to oparatf 
or is inadequate ' 

• instructing all staff in the handling of outside communications 
to the school 

• identifying a system for establishing swift parental contact 
when necessary 

• providing for a tw^way comhiunication system on all buses 
and pool cars 



EKLC 



65 



• desiring a public mfbrmation/midia relations operation 
throu^ which all information to the media is channeled (strict 
media policies should be spicincally desipied for crisis 
situations) 

E. Take a^Kumbef of Steps to Assure Smooth Police Involvement 
in a School Crisis, Should the Need Ever Arise, By 

• developing with police officials a written memorandum of 
ap-eement regarding coordination of response ^fc school 
disru^ion 

• designing an ongoing communication process to allow for the 
continual review of activities and plans 

• investigating the possibility of a police-assipied School Re- 
source Liaison Officer 

• drawing up a special emergency plan relating just to major 
disorders^ such as bombings - 

• desipiating only one or two individuals in the school having 
authority to ^11 the police 

• arranging for a "call back*' number to Verify the police 
assistance call as legitimate 

• understanding that the school administrator will determine the 
seriousness of the school's problem with assistance from the 
security staff and the police 

• mandating that the principal or an authorized designee always 
=.»-tnidns if. ciiarge ofschDol premises and perronne^ 

• retognizing that the [Police, if called to assist in calming a 
school disturbance, have primary responsibility for enforcing 
the law and will insist on making the final decision on ah 
mMtters involving their s^vorn obligations; and 

• realizing that there is no better way to test a contingency 
operation than through conducting a dry nm 
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F. Plan for Phase Out of the Contingency Plan By 

• remtmbtring that a mili'tary»like response often necessary to 
control a violent situation may keep the peace, but will hot 
contribute to the harmonious educational clin>ate of the 
school 

• understanding that the decision to' phase out a contingency 
^ plan must assure both the safety of the students and staff and 

the re-establishment of the desired educational climate 

' • considering ways to handle possible pressures— both internal 
and external-to keep the plan in force 

• having an established and understandable signal terminating 
the emereencv state 

• developing final reporting prqcedures for all persons involved 

A FINAL WORD ON SMOOTH POLICE INVOLVEMENT 

A natural inclination for ^ anyone facing problems of schooP 
disniption is to immediateV contact the local police. But in doing 
so, a school ofncial may add to the problem by prematurely 
requesting the intervention of uniformed and anned ofncers. 

Before requesting direct police intervention, the school system 
should m: tn'ery effort to settle disniption through suggestions 
listed in oiuchure. The police department, however, should be 
?pprfed oi fh^ ^chool difficulty in case their services are later 
needed. School and police officials should respond to disruption 
according to its^ level of intensity. Generally, there are three levels: 

Level 1 -When disruption is confined to one area and there is no 
threat to students or staff. 

School officials take the necessary action here. Avoid the 
implications that could arise with the massive use of outside 
resources. The overall policy should be containment and removal by 
'the school security force, with minimum interruption of educa- 
tional processes, 

^ Level 2-When disniptive forces are iriobile or pose a direct threat 
to members of the school community. 

As in Level L schools should remain open. The security force 
should isolate the disruptive activity, hold or apprehend those^ 



involved, and end the threat of escalation. If necessary, supple- 
mentary school professionals should be used to help manage school 
administration during the ^nculties. The schoors security advisory 
council should also be s^tf moned. 

Level 3 -When disruption is general, educational processes have 
ended for most students, and there are serious threats to students or 
staff. In short, the situation is out of controL 

Police assistance should be requested according to guidelines 
previously established in a written memorandum of understanding 
with the police department. Generally, the school should be closed; 
Insofar as legal violations must be suppressed, authority to end 
disruption should shift from Uie school administrator to the poUce 
officer in charge. However, responsibility for the school should 
remain in the hands of the sphool administrator. 



ourcBi U.S. Department of austice Corrmiunity Relations Service , School 

Security: Guidelines for Maintaining Safety in School Desegregatio n , 
U.S. Govermnent Printing Office, Washington^ D.c/~ " 
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V National School Resourc© Network 
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Tfechjodcal Assistance Bulletin 

Incident Reporting Systems: 
A Tool for Prevention and Reduction 
of Moience and Vandalism 

Summary 

Reporting syitems for ineidents of crime, disruption, ind disorder are 
Increasingly important for ichools and- school districts. Effective information-gatherfng 
mstrymentJ and procedures are neede^^to ensure the collection of accurate data on 
.which to base plans and programs to reduce and privant violence and vandalism in the 
schools. Data can also be used to evaluate program effectiveness/ aid security person- 
nel in investigatigns, provide cost figures, and pinpoint problem areas and situations, 
For any system within a school or school district, a common tirminology must be estab- 
7 tiahed, clearly understood; and used. Sample reporting forms, both State and local, 
are attached in order to illustrate how some schools and school districts gather parti- 
nent d^Xd^. . 
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Why a System Is Necessary 

An incident reporting system is a necessary 
part - of school or school district internal 
information/communication networks. Such 
a system serves as an integral component in 
or basis for^^ 

• Providing a written record ^ oft 
. incidents for administrative pur- 
poses, ' 

% Serving as a data base for 
accountability reports to the 
school board or superintendent, 

• Identifying problems for program 
planning in the reduction or pre^ 
vention of violence and vandalism 
in the school, 

• Evaluating the effectiveness of 
these programs, 

• Providing school authorities vylth 
an incident profile to help head 
off potentially explosive situations 
by ^ indicating early deviations 

^ irom normal patterns of incidents. 



• Ensuring immediate repair in 
' cases involving property damage, 

^ thus helping to minimize the 
''snowball effect'* associated with 
vandalism^ 

9 Aiding school security personnel 
and law enforcement agencies in 
the investigation of an incident, 

• Assisting ' in the prosecution or 
defentie of civil and criminal court 
cases, 

• Providing cost figures on damage 
or, injury for restitution and 
insurance purposes. 

How To Ensure Accurate Data 



nature of resources available to the ^school 
or school district (e.g., security staff, 
computers) will determine the structure and 
content of a system of i.ncident reporting. 
If the. uses of the data^ expand, additional 
modifications are required, but such expan- 
sion may serve to give more people 
throughout the system a greater stake in 



E I^J^C 'f^O^r^d yndwf Gronf *79j3.A>e>0O^ ffsm Office sf Juv%fiil» Jyjfics and 0*mqy«nCv Pf«v«ftnQa Law in?Ofe9m#nf Asiisfancs ^dminiirfstlon. U.S. DesQrtmtfit of Juatlea. 
ummxmmmm $^\m si or ge»PMoni m ma amummnt gf« maia of NifiN and da not nmemusm f»ef#i«m inm smeai eesnQn ar poiicie* ^^;P\9 U j, 0«pdrtm«flf ^ JUifics 
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Thi inttnt bihind incidanti must 
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t?ie dangsr of misraportlng. 

In ardar to eniure aceurata data an inci- 
danti, and ta prevant an incidant rtparting 
syitam from baing undsrmintd by miira* 
parting, avarraparting/. or underrtpartfng / 
. fdharing to tht fallowing guidalinti if 
issantiair 



Cammah daflnitlans and citaqdriti 
of incidtntg must ba ampiayad . 

Dafinitions of what canstitutii a 
fight varsus an aiiiult, what a 
criminal act is varsus a nancrimf* 
nal aat, and what a trash can fire 
is vtrsus an act of arsan musi ba 
claar if data ara to tot usafuL 
Similarly, tht mixing of cattgar- 
ias, iueh as noting theft as an 
act of vandalism; must *ba 
avoidad. A gjassiry of ttrmi 
that inaludas lagal and aparational 
dafinitlani naads to bt davalopad 
and disstminatad. Tha National 
Associatian of Schoal SacuHty 
Diraatori has sought to instltyta 
uniform terminology for usa bastd 
upan the FBl-s ''Uniform Crimt 
RiportsJ^ Although using FBI 
tirmiholagy has tha advantaga of 
aiiowing compariion against 
national norms, gchools must be 
aware of local cQnaicions and legal 
requirements. 



The sariousnjss and/or monetary 
cost of incidents must be graded 
or gcajed . " 

If ana or two major, but random, 
acts of vandalism or arson greatly 
inflate figurei far the ®^ school 
year, the fir^aP figures will not 
give an accurate^^.. picture of the 
overail naturs-p"scope, or pattern 
of violence infl' vandalism in the 
school. Aggregate data which 
reflects the actual situation wiM 
imerge only If grading or scaling 
is utiiiied, A grading scale for 
both the ssriousness and the 
monetary costs of incidents of 
crime, disruption, and disorder 
must be devtiopad and dissemi' 
natid together with tne giossir^ 
of tirms. 



be investigated . 

Ascertaining whether tht reason 
for the incident was symbalic, 
accidantah-or for material gain-- 
will mean that prevention pro- 
grams can be apprppriatery itruc- 
tured and that results will be/ 
mora productive. However / 
astablishing the Intent behind 
incidants is aften problamatic. 
Rtparting farms, thartfort, 
should Include space ta ^rite a 
full description of any incident 
and tht avents iurraunding it. 
If posiiblt, itatamants cQncerning 
intent should ba gathered from 
the offender (if apprehendad), 
tha victim (if any), and possible 
witnasAs, in order to abjactify. 
the rtport. 

Stif-interast must not be allawad 
to interfere with incident report^ 

inp". 



Whan acts of vandalism are not 
rapartad in ardtr ta avoid 
advarsa publicity or to protect 
ctrtain indlvlduali, whan theft or 
damagt is reported (and replace- 
mtnt materials received) whan no 
incident occurred, or when normal 
wear and tear is reported as van- 
dalism for insurance purposes, 
incident reporting system data 
lose their accuracy, * 

These guidelines are important if ^he data 
being collected are being used as the basis 
for iong^range planning and budgeting for 
programs designed to reduce or prevent 
violence and vandalism--especially if other 
schools^attempt to replicate these programs. 

Reporting Forms 

Many formats may be used for reporting 
forms, but in general the following minimum 
= information should be included: % 

» Date, time, and specific location 
, of the incident 

• Date and time report was fiiled 
out 

# Age, sex, race, and status 
(teacher, student, outsider, 
adminiitrator/ support staff) of 

i)^ both offender and victim 
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• Full . diicription of tht incidint 

• Namas of witnessas 

• ' Statements. cQncirning jntent, 

Thm nature of the information should deter- 
mine the procedures after the form is filled 
out. ^ For example, reports on vandalism 
should be routed to the maintenance depart* 
ment who ihould then notify administration 
when damages art repalrtd and how much 
materials and labor to affect the repairs 
cost; and reports on incidents invQlving 
Crimes should be routed to local law 
tnforctment agencies. 



Examples of reporting forms, both local and 
State; are attached which illustratt a vari* 
sty of formats. They are included to pro- 
vide a. basis for comparison / and should not 
nicessarily be seen as models for use in 
other locales , . ' ' 



It is important to note that schools and 
school districts usually provide one kind of 
form for reporting property losses and 
another kind of form for reporting incidents 
involving persons. This separation of 
forms allows greater depth and completeness 
of reports, and minimizes clerical time, par- 
ticularly in the maintenance department. 
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SSCUnm INCIOiNT REPORT AiSO 
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"i* 5*c« ^ewffaa i 7, T^mm Qssyrf 
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iL 9an ^ve^^B^ ' f im« ^M^fTaa 
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If. Siys4^f 




j i Qtb f 


\ #1 


■ - 1 i 


1 . ^ . 



* 2 



\ □ □ .MS 



41, Pta#»f Qst^. Mot. 



43, Si^ ^\fm ^asc, 



Source 5 New Jeffsey State Daparttiant of Educ^^n 



75 COMPLAINT REPORT 



BALTIMOflE CITY PUiUC SCHOOLS 
SECURITY DIVISION 



SCHOOL 



a. DATl AND TlMf OCCURaiD 



QOhAPLAiHANTB NAME (LAST. FlRSt MlODLf) 



TYPi OF QFFiNii 
4J 



COMPLAiNT NC: 



I 3, OATf AND TiMi 3£?CRTi"D 



CCMPLAlNANrS AOORiSS AND PHONE # 



/'COMPLAiNANf S Six - RACi ^ AQl ^ DOS 



7. LOCATION OF OFFiNSE 



NATURi AND CONDITION OF iNgUfllES 



WiATON OR Mf ANS OF ATTACK 



9, WHERf TREATED 



10. HOW TRANSPORTED 



IpgNTlFV SUSPiCTS BY NO. (NAME. ADOREiS/SEX, RACE, AGI, Ht. WT. lYElVHAIflrcOMPLfx:, CLOTHING, IDENTIFYING 

CHARACTERlSTiCao 



(1) 



CD 



DiSCRIFTlON OF PROPERTY TAKEN iMAKS/MOCEL SIRIAL 0, COuOR. VALUE) 



SALTlMCRf CITY POLjCE REPORT (DATE TIME. OFFICER. QiSTRICT) 



1i. NARRATlVi. f1) CONTiNUATlON OF AaOVE ITEMS (INDICATE "ITEM NUMSiR'^ CONTINUED AT LEFT) INCLUDE ADDITIONAL VICTIMS. 

SUSPiCTS AS OUTLINED ABOVE {2\ DESCRIBE DETAILS OF INCCENT f3) DESCRIBE EVIDENCE AND PROPERTY AND 
_^ INDfCATi DISPOSITION. 
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18 agyiiV/ING SyPIRVISOR 



IMPS? 

u 0 
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-Pimbufgh Public Schools 



PRINCIPALS' RiPORT OF VANDALISM 
OR MISSING PROPERTy 

iPfeais Uit Typffwrittf) 
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(Comrol Numbfr) 



(Ta be fil-ed gy Meufity) 



SiCTION Ai 

Schooi Name and Codt 



j } RapQft Dats 

Csdt 



Ineidenf: tott- 



Clock Time 



iTime of 

Loss or Vandalism Diicovertd By □ Cuitodian Q Securin^ □ Administration □ Taachtr Q Other 



□ A.M.- □ >,M. 



SICTION fl: BrtsMn or yandalism 

point of Entry ano Location of Vandalism 



SiCTION Damage toi 

Q Glass^ Numjber of Pines^ Typs and Sizes 



SICTION Ci Type of Missinf iquipmtHt 

Q Audio Visuai (Type, Make, Model, and Serial Numbirs) 



Q Office Machines or Equipmekt (Type. Make, Model and 
Serial Numbers) 



.4- 



n fviusical Instrurneras u<ind, M£.ke, 3curd Nu^^btr, ^ 
Manufacturers Serial Number) 


























p Other Types of Equioment (Type, Make, Modtl and 
Sirial Numbers) 



Q Affixed Equipment 



Q Elactrical System 
Q Plumbing ......... 

Q Landscaping 



p Other 



.)r- 



SICTION El Additional InfQfmQtiQn on MUiing 
Equipment- 

L Last Location Sein 

2. V^i Equipment Properly Stored? . 
If Not Explami 

3. Could Equipment Be Obsir/id From Oy^side of Class- 
room? Wis (were) Window(s) Locked? 



4. Was Clasireom Locked? ..................... 

Was CabinGt or Storagi Area Locktd?. 
if Not, Explain 



• if mar? snaQ§ is ne§dBd, amah three (3) typsd copies of additional informatinn, 

* ^/h§n V3nda!i:^m /s Indlcatid, snd a 8^65 is nscessary^ P^^^.^^ sttich or,& (1) c^py ire Fcrrr B^SS to tnls report 
• . Retain School Copies - Forward all othsr copies to the Security Diviiion, 

— THiFT □ BREAK^IN □ VANDALISM H LOST OR MISPLACED 

This report is not to rsflect PtrsonQl Loiies, 

Vandalism is willful or malicious destruction of property 
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Sifino.ryfe of School Principal 
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Whiff Cepy - Buiin^it Offiee 
Yfil9%* ^Seeurity Offlet 
Pink - Lmi Supf. 
Grefi n - Schesl Cspy 
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dRANO AAPfDi teHOOL iYSTlM 
.GRAND RAPIM, MICHIGAN 



MITORTID iV 



rosiTioN 

NATURE QP INClDiNT ^ 



DATE AND TIME _ 
. ARiA QCCURfD _ 
RETO8T ^ 



SECURITY OFFICE 
REPORT • 



♦ 'flgPORTNO. . 

PILE CLASS . 
iUILDINGQfl DtPAfiTMiNT CODE , 
TIME REPOftTED ____ DATE 



AOORi^ 



PHONE „ 



□ DAMACT* □ MlSSiNG PROPiRTY 



□ alarm 



SUSPECTS. PNONE □ APPRIHENOED' O KNOWN, 

2. ^ 

3, ^ 



ITEMS MISSING - TYPE 



eRANO 



MOOeL 



CODE NO. 



SERIAL NO. 



(USi BACK }p NfiPiDl 

REMARfCS — 
OR - 
RECOM^ 
MiNOATlONS.' 



VALUE 



J 



ACTION TAKEN: □ POLICi NOTlPlfD, THEIR 'NO, 
□ OTHIR 



SI 



HQltt ^UiM fiff Aims iU misw tna/af wimi^« so pfiffpa «d« WttH SNkY. 



U^Rtf ALL lia^il 



X 



Bli% VANDALISM RM^QRT 



Ta ^©fn wA4f i^leel *«rf ila4?nu 3«»nq J^.td? r ■ . . 



rigurs Propsrty Incidint Rapo: 

Source: Browa^ County Public Schools, Florida 



66 



83 



vLQ_LgNCE. vanCal;SM ^NO.DSuQ jiuyj sNCigg.'iif ^i?C»f 



^LiAIl a^MPLin r/lRV SiCTQN ANP chick ^iMaNy INTRfff A5 4?P50P^IAT1 



usi 



A. 'jeatigft infidi Sen&li ^laiir/ 

5^ Urn* jflq Qiif of inedwi 

^ ^m'^^tf t&QQi f^Qutt - ^sqqi nsufi t. 3y''nq jgfis^i nduti 4, ^Mkina af tis.n 
2, Qitt Qt insdwf 



tef insmm iOmmaH mm i©©^) 

_Cs3mmift»3 3. 



PfwimiH Qflwmt 

I. *^imBt«a ^ - - C^fRmitfad 

Qmm Qimtsf QMwtiM 

I- - 4ftiirieTii3 _ _■ . 



7^ Asiyit with 4 vV«B3R 

ifMhjng And ^.-itif'o^ 
□fug ^tsasjsn (ingiciii fyg« gf dfug| 

U aieriRai 2, ,^^Vf jr huinj 3. — - □tftaf fiaWifV 2«Qwl 

J. □ruq Usa O'^dugJts af grugj 

U ' ^iiesna) _^ ,_ Vfi/iiyjni 3. -^Litf hes^iN 

N. S«Offin« 



A, ^Q^iifSfl, S«ji i/>d g# ^iTBaBFifarfi! 



Miisdi .-i^ll - 



3. 



(171 



lis 



HAAS 
iilO-O 

(iiK-i- 



•4^11 



4J) 



43) 

1V9 



vii 



VIC 

^1 



art Cgmgijiipg ma F^rm ^igfiggt amalQvgg afitv! 



fl »r i y< i M o¥ Wirt S^iddi JtdfflmifB^tgf 



Source I Naw Jersey State Department of Education 
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COUfSO 5; - Security 



Modula Summary 



Madulft 5.5 - Alternate Strategies for Smaller SchQbl Distr icts ModUlG 

(Mvanced Sassion) 
TO^i^^mQ . _ 1 hQU_iL_and 15 minutes 



This module provides the outline for an advanced presentation for smaller school district 
on security problems and solutions. Trainer should feel free to deviate from the outlinp 
in response to participant concerns. 



Activity/ Content Summaiy 



Time 



Intro duc t ion \ 

This module addresses security prograimTiing in small districts ^ with 
the aim of helping ^those districts generate and share low^cost 
strategies for improving security. 

A* Purpose 

B- Method^ of Presentation 

Definition of Primary Security^ Problems ' 

Partiq^pant examples tbf primary security problems in their districts 
will be recorded and categorized* = 

A. Participants State Security Problems 

B. Record Problems 

C • Categorize Problem ^Areas 



5 min. 



15 min. 



IC 



Development of Strategies by Participants 

Participants will work in groups to develop strategies.. Solutions 
will be recorded, and copies given to all participants. 

A. c3roups Develop Strategies 

B. Record Solutions ^" 

Developing; a More Effective Organizational Structure , 

J • > — ■ ■ 

Types of organizational structure are presented and problams are , 
outlined. Discussion of how to effect changes. in security is based 
on .the group's experience. s- 



30 min. 



10 min. 



AeUvHy/Content Summary 



Time 



Presentation of Stratagles ^ ' . 

Specific strategies are presentad for meeting security problems including 
linked security systems, local police involvement, conimunity and student 
involvement programs, and staff development. 

A. Comb ining Forces to Solve Mutual Problems 

B* Use jf an Answering Service to Report Problems 

C. Developing Low-Cost/No-Cost Alternatives 

Summary 



S 



25 min. 
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i 

Course S - security 

Modulo 5-5 Alternate Strategies for Smaller School Districts 



About 
the 
Module 



(Advancad 



ives 



Participants will be able to-^ 

: 1* L^st at least' four cost-saving approaches to improving security in their 
' • . schools 

r . 

2. _ Recognize and prioritize security problems in their school districts for 
^ property protection as well as people protection 

= 3* Develop internal strategies to better cope with and combat security problems 
common ^ to smaller school districts 

4. Identify available resources in the community which can be utilized in the 
building,. of a more comprehensive security program ^nd use existent school 
personnel as contacts and liaison. 



Description of Materials 



Transparency 
5^5,1 



Transparency shows typical placements of security divisions in schopl 
districts' organizational structure. 



7 \. 
1- ^.^ 
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Course. 



5 - Security 



Rasources/ 

mm 



Module. 



Audiovisual Reference Materials 



' ^T_1S_S_UE_: INVASION OF PRIVACY 

A penetrating. look at the numerous questions involved in using technolc lical 
advances to eavesdrop and amass confidential records on citizens. StiL. -nts gain 
an affective understanding^ of the problems involved by viewing real-lifii situations 
that lucidly demonstrate the invasion of young people's privacy. Ideas for re= 
solving these problems are presented within a leqal tv'^ historica: Jra; ;ork. 

Two color films trips w/2 cassettes and program guide 
Rental Feex $52 

Distributor: Qorrectional Service of Minnesota 
1427 WashingtoTi Avenue South 
Minneapolis, MN 55454 
Toll Free #: (800) 328-4737 
Minnesota residents call 

collect: (612) 339-7227 . . 

^ I 

Not previewed by NSRN staff. ^ . , 
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Course 5 
Security 
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Resource Request Form 

Please send me the following National School Resource Network Resource Materials- 
Name . . 



Address 



Course Ref. 
ID 



School 



Phone 
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